2023 Research Agendas
Key topics and coverage areas

TMT Research, a research group within
S&P Global Market Intelligence, provides
essential insight into key trends driving digital
transformation across the entire technology,
media and telecommunications landscape.

S&P Global Market Intelligence’s Technology, Media and Telecommunications (TMT) Research
provides essential insight into the pace and extent of digital transformation across the
global TMT landscape. Through the 451 Research and Kagan products, TMT Research offers
differentiated insight and data on adoption, innovation and disruption across the telecom, media
and technology markets, backed by a global team of industry experts, and delivered via a range of
syndicated research, advisory and go-to-market services, and live events.
Our research is organized into channels that align with the prevailing key issues driving digital
transformation across TMT. The research agenda for each channel outlines key themes,
questions our research will address, analyst coverage and planned deliverables over the
coming year to support our clients’ critical business decisions. The nature of this
transformation means that many trends span multiple channels. Our research approach
encourages analyst collaboration both within and between channels, allowing us to surface
emerging trends before anyone else. Additionally, for a higher-level perspective on the key
trends that will drive digital transformation in 2023, please refer to our latest Big Picture report.
Please select a channel image to view the agenda

Applied Infrastructure & DevOps
Cloud & Managed Services Transformation
Cloud Native
Consumer Technology
Customer Experience & Commerce
Data, AI & Analytics Research Agenda
Datacenter Services & Infrastructure
ESG
Fintech
Global Media Research
Global Mobile Research
Global Multichannel and Broadband
Information Security
Internet of Things
Workforce Productivity and Collaboration

spglobal.com

2023 Research Agendas

Applied Infrastructure & DevOps
The applied infrastructure and DevOps sector has a critical role enabling digital
transformation. The hybrid IT journey underway continues to push IT operating models
toward cloud-native technologies, and the DevOps and continuous integration/continuous
deployment (CI/CD) design philosophy is having a dramatic impact on the design and
engineering of on-premises infrastructure.
Digital automation platforms, hybrid integration platforms, operations and observability
management platforms, telecommunications and networking, discrete and converged
infrastructure platforms (storage, networking and servers), edge computing, chip-level
hardware accelerators — they all have a part to play in making hybrid IT a reality and
enabling the development of agile real-time applications and data-driven decision-making.

VIEW FULL AGENDA
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Applied Infrastructure & DevOps

Key Issues for 2023
Telco network cloudification
Network “cloudification” describes the ongoing transition
from vertically integrated, monolithic systems to virtualized,
disaggregated and increasingly open cloud-native
platforms, which can run virtualized network functions
on standard off-the-shelf servers located in telecom
datacenters, edge locations such as service access points
and customer premises, or the public cloud.

5G monetization: strategy, progress, challenges
Now that we’ve entered the second phase of 5G market
development, the focus shifts from consumers to
enterprises. The ROI of 5G has a critical dependency
on enterprises using the platform to support digital
transformation. With billions spent on 5G spectrum and
infrastructure, the next five years will be critical for 5G
stakeholders to develop new value chain positions and
business models that take advantage of cloud-native 5G.

The evolution of application networking
Application networking has always been at the forefront of
enterprise networking. Whether it was applying quality of
service to network traffic or deploying a web of application
load balancers to manage and secure incoming traffic,
the application has always come first. In today’s cloudnative, distributed, microservices world, the emphasis on
application networking has shifted to interconnecting,
securing and monitoring application components.

Cloud-native networking
Cloud-native deployments will require new network
architectures designed to be flexible and versatile enough
to quickly connect applications and application components
between any locations and any environments. The network
will become much more complex, spanning physical and
virtual environments, cloud services and the wide area.
Point products are available to address specific demands,
but that exacerbates operational complexity and overhead,
driving the demand for a holistic operating framework.

Network automation Imperatives
DevOps strategies and multicloud application deployments,
along with enterprise desire to be agile and responsive, are
driving IT’s requirement to automate the entire network life
cycle. Automation comes in many forms, including softwaredefined networking (SDN), cloud networking, cloud managed
networking, and automation and orchestration systems.
Automating the network is a long-term goal, but in the
short term, there are multiple avenues for enterprises and
vendors to pursue.
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Enterprise edge infrastructure: Innovation
and opportunity
Edge is now a critical piece of modern enterprise IT strategies,
driven by opportunities generated from the capture,
processing and analysis of data in remote environments. This
momentum continues to impact the infrastructure landscape,
which is rapidly expanding to accommodate a growing range
of edge use cases. Success in this market will ride heavily on
the ability to match infrastructure and services with those use
cases on multiple levels.

Securely and reliably interconnecting the edge
Edge computing requires reliable connectivity to tie
together devices, applications, services and users. The edge
network will have to be secure, reliable, predictable and fast
enough to support edge demands.

Assessing workload venues for AI – the rise of
the edge
Machine learning model generation involves three basic
stages: data gathering/prep, model training and model
inference. These can happen in the cloud, in corporate
datacenters, on on-premises machines and on edge
devices. The distribution of these jobs is changing, and we
will explore its evolution in 2023.

Total automation: the evolution of intelligent
enterprise execution
Total automation is an emerging managerial discipline
focused on continuous improvement of execution
efficiency and greater levels of autonomous business and IT
operations. It is enabled by a combination of process- and
task-discovery technologies, business and robotic process
automation (RPA) platforms and hybrid integration services
— all orchestrated as a uniform event-driven intelligent
automation platform to improve enterprise performance
intelligence and enable successful business outcomes.

The cloud operating model and the evolution of
workload deployment strategies
The cloud operating model (flexible, on-demand
infrastructure managed independently of the applications
on top) once applied only to public cloud. The flexible
deployment model is extending to on-premises and edge
environments, which, combined with the growing adoption
of Kubernetes-based container orchestration platforms, are
the building blocks of “cloud anywhere” (hybrid/multicloud/
cloud-native IT).
Enterprises are spoiled for choice in deciding where and
how to deploy workloads. We explore the factors influencing
organizations’ approaches to building and managing IT
architectures to support modern business requirements.
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Storage as a service revolutionizes array life
cycle management

Open-source software serves as the engine for
DevOps and cloud native

Storage as a service (STaaS) has emerged as a flexible opex
consumption model that is disrupting the status quo for
storage infrastructure spending, which has traditionally
centered on capex purchases of on-premises equipment
and software. In a STaaS delivery model, the infrastructure
vendor owns the assets and is responsible for day-to-day
maintenance for the systems, which are typically deployed
in a customer’s datacenter or in a colocation facility.

Driven by advantages such as flexibility with other
components, developer productivity and broader
development communities, open-source software
has become part and parcel of enterprise software
development and IT operations. However, enterprises
sometimes still struggle to tap community support for open
source and to effectively leverage commercial support,
amid other challenges. Despite the many vendors backing
open-source software, the expanding project landscape can
be difficult to navigate.

Observability’s role in AIOps
AIOps needs data to ferret out insights and correlate events
across multiple streams. Observability platforms can serve
preprocessed data that contributes to overall insights,
improving the accuracy and efficacy of AIOps engines.

DevOps and automation grow broader, deeper in
the enterprise
DevOps, which continues to evolve after more than a
decade in the enterprise, is also experiencing broadened
adoption by more organizations and applications. DevOps
is also moving more deeply within organizations to include
more stakeholders — security, data and business teams, as
well as management and leadership. DevOps approaches,
such as automation, are being expanded not only to improve
internal processes but, increasingly, to improve external,
customer-facing applications and services as well.

Serverless adoption grows as Kubernetes
continues to be abstracted
Driven by maturing technology and adoption, open source
and a growing number of cloud-first companies, serverless
is emerging as a critical priority of cloud-native strategy.
Serverless technology has also evolved beyond functions as
a service and compute, which trails other functions such as
storage, database and monitoring. Meanwhile, Kubernetes
is getting increasingly abstracted as vendors and customers
address key complexity challenges. Thus, the enterprise
mix of cloud native that has historically been focused on
containers and Kubernetes is shifting to include additional
technologies and methodologies such as serverless, service
mesh and observability.

spglobal.com

Enterprise utility and readiness for a quantum
computing future
Quantum computers are anticipated to exponentially speed
up certain classes of workloads. Identifying business
problems suitable for quantum computers and devising
algorithms to convey those problems is essential to extract
value from this emerging technology, particularly as
quantum hardware and software continue to develop.

Semiconductor innovations and disruptions
The silicon industry faces unprecedented disruptions
and opportunities. Supply chains are too complex and
distributed for a world facing natural disasters and major
geopolitical shifts. Demand to return to localized chip
manufacturing and packaging is being backed by massive
government funding. This has major implications for the
predominant fabless semiconductor model of many leading
vendors. Meanwhile, technology continues to evolve
rapidly in such areas as cloud-native silicon, specialist
AI accelerators, edge inference, open-source silicon,
embedded security, quantum computing and new rapid
design tools.
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Cloud & Managed Services Transformation
For the most part, cloud is no longer a separate category from IT: quite simply, it is IT. The
consumption-based, as-a-service–driven cloud operating model is taking hold across the IT
landscape, giving organizations choices in how they procure, deploy, integrate, manage and
transform their digital infrastructure stacks. The worlds of hardware, systems, software and
services are converging. As the market settles on hybrid/multicloud/“cloud anywhere” as the
organizing principle of IT strategy, cultural and organizational change is required of both IT
buyers and suppliers.
The Cloud & Managed Services Transformation channel tracks not only how enterprises
are reinventing their IT environments, but also how cloud is transforming an industry
now tasked with delivering optimized IT experiences with flexible infrastructure, platformbased service delivery, increasingly unified management and expanding ecosystems of
hyperscalers, technology vendors, independent software vendors (ISVs), managed service
providers (MSPs) and systems integrators. Everyone is a service provider now.

VIEW FULL AGENDA
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Cloud & Managed Services Transformation

Key Issues for 2023
The cloud operating model and the evolution of
workload deployment strategies
The cloud operating model (flexible, on-demand
infrastructure managed independently of the applications
on top) once applied only to public cloud. The flexible
deployment model is extending to on-premises and edge
environments, which, combined with the growing adoption
of Kubernetes-based container orchestration platforms, are
the building blocks of “cloud anywhere” (hybrid/multicloud/
cloud-native IT).
Enterprises are spoiled for choice in deciding where and
how to deploy workloads. We explore the factors influencing
organizations’ approaches to building and managing IT
architectures to support modern business requirements.

Cloud ecosystems and marketplaces: The new
focus of IT control?
Hyperscalers are often positioned at the center of
cloud discussions, but multiple entities participate in
the emerging “cloudverse” — in cloud marketplaces
as buyers, sellers and enablers; through technology,
solution development and go-to-market partnerships;
and as integrators offering advisory, implementation
and optimization services. The balance of power and
competitive dynamics of cloud ecosystems are changing,
and we will explore this evolution in 2023.

“Trusted advisors” for the cloud transformation
journey and the role of managed and
professional services
As the hybrid/multicloud/cloud-anywhere model emerges as
an approach to IT transformation, Day 0 planning and design
and ongoing operational management services become
increasingly relevant. MSPs and GSIs are leading the charge,
but others (including hardware and software vendors) are
looking to position themselves as “trusted advisors” or
key partners to organizations navigating IT complexity and
modernization issues.

The next wave of transformation:
Application modernization
In less than a decade, cloud nativity has become the
prevailing mindset and methodology for application
and infrastructure architecture modernization and
transformation. However, updating application architectures
to take advantage of cloud’s flexibility and scalability remains
a work in progress for many organizations. Deconstructing
and modularizing monolithic code bases is not easy or
straightforward: How are enterprises (and their supplier
ecosystems) tackling the challenge?

The changing dynamics of cloud economics

AIOps needs data to ferret out insights and correlate events
across multiple streams. Observability platforms can serve
up pre-processed data that contributes to overall insights
improving the accuracy and efficacy of AIOps engines.
Enterprises are spoiled for choice in deciding where and
how to deploy workloads. We explore the factors influencing
organizations’ approaches to building and managing IT
architectures to support modern business requirements.

Not your father’s public cloud pricing model: Things have
changed since the relatively simple early days of pay-asyou-go compute and storage. The hyperscalers’ portfolios
have expanded, and specialized offerings and fit-forpurpose, bundled services and functionality make price
comparisons ever more difficult. In addition, hardware
vendors and MSPs are joining the as-a-service/usage-based
billing party to better compete with the public cloud payas-you-go model. Meanwhile, as public cloud deployments
grow, organizations face continued challenges with cost
tracking, management and control.

Managing IT complexity: From cloud
management to cloud control planes

Specialty clouds: Industry-specific and
sovereign clouds

Achieving a consistent operating experience across
increasingly heterogeneous IT estates is the holy grail of
IT transformation and modernization. This integration is
inherently a challenge for managing complexity. The cloud
management platform/cloud control plane space continues
to evolve, with waves of innovation and consolidation to
keep pace with enterprise needs around building, operating,
securing and optimizing workloads. Cloud providers,
systems vendors, GSIs and ISVs are vying for the ultimate
prize: hosting the management plane that enables visibility
and control of distributed applications across hybrid/
multicloud IT environments.

Cloud is a priority for organizations across industry segments,
but how enterprises approach transformation and handle
roadblocks in governance, compliance, security and
customer experience varies by sector. Hyperscalers, ISVs and
other service providers play a key role in bringing enterprises
in financial services, healthcare, retail, supply chain and
manufacturing along a transformation journey that elevates
how they serve both internal and external customers while
ensuring regulatory compliance and data privacy.

Observability’s role in AIOps
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Cloud & Managed Services Transformation

Sustainability and the public cloud
The public cloud model — centralized delivery of IT
resources and as-a-service, consumption-based pricing —
already yields environmental sustainability benefits when
compared to the traditional model of individual enterprise
datacenters and dedicated owned-and-operated IT stacks.
However, the sheer scale of the facilities and platforms
operated by hyperscaler cloud providers has a significant
environmental impact. As IT efficiency and sustainability
become increasingly critical priorities for organizations
worldwide and as cloud infrastructure becomes mainstream
IT, how are the hyperscalers evolving their own IT estates
and operations?
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Cloud Native
In less than a decade, “cloud nativity” has become the prevailing mindset and methodology for
application and infrastructure architecture. It enables organizations to build, operate, manage
and secure workloads “here, there and everywhere” across venues (public, private, edge). In
2022, we witnessed the rise of platform teams as kingmakers in the enterprise, growing traction
of cloud native in the telco realm, a continuing focus on securing the software supply chain and
expanded options for application networking (beyond service mesh). The next steps are to reduce
its complexity and improve integration of its parts to drive increased developer productivity. Key
to this in 2023 will be bridging the gap between DevOps and Kubernetes, and efforts to deliver
a developer platform as a service (PaaS). Cloud nativity and developer enablement are strategic
priorities for most enterprises undertaking application development and modernization, as well as
sectors that are transforming wholesale, such as telco. At the same time, the Cambrian explosion
of cloud-native goods and services continues to deliver a market that is thrashing, crowded and full
of confusion, where winners will need clean, simple stories. The Cloud Native channel provides the
application view to the Cloud & Managed Services Transformation channel’s infrastructure view.

VIEW FULL AGENDA
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Cloud Native

Key Issues for 2023
Driving the next wave of cloud-native adoption
Just as containers shifted the IT conversation away from
virtualized infrastructure, Kubernetes itself is fading into
the background as vendors use it to deliver cloud-native
services (connectivity, developer tools, security, etc.)
across distributed environments. We’re seeing the rise of
platform teams as kingmakers in the enterprise, growing
traction in the telco realm, a continuing focus on securing
the software supply chain and expanded options for
application networking (beyond service mesh). We will be
looking at how these dynamics are accelerating adoption –
and where the next set of drivers will come from. However,
the market remains fragmented, with customers facing a
massive amount of vendor and Cloud Native Computing
Foundation (CNCF) options. What is being used to reduce
this complexity and at the same time deliver the benefits of
speed, agility and scale?

Observability’s role in AIOps
AIOps needs data to ferret out insights and correlate events
across multiple streams. Observability platforms can serve
pre-processed data that contributes to overall insights
improving the accuracy and efficacy of AIOps engines.

The next wave of transformation:
application modernization
In less than a decade, cloud nativity has become the
prevailing mindset and methodology for application
and infrastructure architecture modernization and
transformation. However, updating application architectures
to take advantage of cloud’s flexibility and scalability remains
a work in progress for many organizations. Deconstructing
and modularizing monolithic code bases is not easy or
straightforward: How are enterprises (and their supplier
ecosystems) tackling the challenge?

The evolution of resiliency and disaster recovery
Meeting disaster recovery and business continuity
requirements remains a top challenge for organizations,
which are under pressure to enhance their infrastructure
and application resiliency. Just as the rise of virtualization
forced organizations to rethink their data protection
strategies, the advent of cloud-native technologies such as
containers will drive change and the potential to improve
infrastructure resiliency.

Hybrid cloud storage bridges the gap between
on-premises and public cloud

Managing IT complexity: from cloud
management to cloud control planes
Achieving a consistent operating experience across
increasingly heterogeneous IT estates is the holy grail
of IT transformation and modernization. This integration
is inherently a challenge for managing complexity. The
cloud management platform/cloud control plane space
continues to evolve, featuring waves of innovation and
consolidation to keep pace with enterprise needs around
building, operating, securing and optimizing workloads.
Cloud providers, system vendors, global systems
integrators and independent software vendors are vying
for the ultimate prize – hosting the management plane that
enables visibility and control of distributed applications
across hybrid/multicloud IT environments.

The cloud operating model and the evolution of
workload deployment strategies
The cloud operating model (flexible, on-demand
infrastructure managed independently of the applications
on top) once applied only to public cloud. However, the
flexible deployment model is extending to on-premises
and edge environments, which, combined with the growing
adoption of Kubernetes-based container orchestration
platforms, are the building blocks of “cloud anywhere”
(hybrid/multicloud/cloud-native IT). Enterprises are spoiled
for choice in deciding where and how to deploy workloads.
We explore the factors influencing these decisions. Cloud
anywhere options are influencing organizations’ approaches
to building and managing IT architectures to support
modern business requirements.

Entering the mainstream phase of cloud-native
5G networks
The success of 5G will be determined by the extent to
which telecom vendors and their customers can master
cloud-native technologies and practices. Results have
underwhelmed during initial rollouts. The next radical shift
in network service delivery architecture and approach – to
cloud native and DevOps – is necessary to fully utilize 5G
capabilities such as slicing and network programmability,
which will enter mainstream in 2023. Cloud-native design
and deployment principles bring an optimal mix of
application portability, reusability, time-to-market speed,
automation and scale for the next generation of network
operations and monetization. 5G core — and by extension
edge — are “killer apps” for cloud native.

Hybrid IT, which leverages on-premises and public cloud
resources interchangeably, is the desired state for most
organizations. A comprehensive approach is required to
facilitate efficient resource consumption while keeping
in mind the performance and resiliency requirements of
production workloads.
spglobal.com
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DevOps and automation grow broader, deeper in
the enterprise
DevOps, which continues to evolve after more than a
decade in the enterprise, is also experiencing broadened
adoption by more organizations and applications. DevOps
is moving more deeply within organizations to include more
stakeholders — security, data and business teams, as
well as management and leadership. DevOps approaches,
including automation, are also being expanded not only to
improve internal processes, but increasingly to improve
external, customer-facing applications and services as well.

Serverless adoption grows as Kubernetes
continues to be abstracted
Driven by maturing technology and adoption, open source
and a growing number of cloud-first companies, serverless
is emerging as a critical priority of cloud-native strategy.
Serverless technology has also evolved beyond functions as
a service and compute, which trails other functions such as
storage, database and monitoring. Meanwhile, Kubernetes
is getting increasingly abstracted as vendors and customers
address key complexity challenges. Thus, the enterprise
mix of cloud native that has historically been focused on
containers and Kubernetes is shifting to include additional
technology and methodology including serverless, service
mesh and observability.

The event-driven enterprise
Event-driven architecture (EDA) has been around for
decades, but cloud-native computing gives it new purpose.
EDA is a software design pattern for building applications
composed of decoupled operations that respond to
notifications of ”events.” It enables enterprises to quickly
facilitate the interoperability of the highly distributed and
diverse infrastructure, services, applications, data and
processes of any type that compose today’s modern hybrid
IT landscape. It can empower digital businesses with new
intelligence to reactively, proactively and autonomously
respond to change, risk and opportunity.

spglobal.com

Cloud-native silicon
The cloud hyperscalers realized very quickly in the early
2000s that they could make their giant datacenters far
more efficient if they assembled their own servers, exactly
to order. A decade later, they extended that idea to custom
silicon. Although they started with specialized accelerators
for networking and AI, they are now also establishing their
own CPU designs, tuned to run their own software stacks
at optimum performance. This is having a major effect on
established server OEMs and chip design companies.

Cloud-native infrastructure security
The scale and velocity of cloud-native infrastructure creates
challenges in effective and efficient security management
— challenges that must be overcome to protect digital
resources. The focus of cloud-native security is to build in
capabilities early in the deployment process to “shift left”
the guardrails and protections that can keep development
and operations teams operating at speed. The market
is complicated by vendor expansion into new areas of
controls, creating overlaps in coverage and duplication of
functionality as they vie for competitive position.

“Trusted advisors” and the role of managed
and professional services in cloud-native
re-platforming
Given the breadth of cloud-native goods and services
available, it is not surprising that users want to find the best
of these to meet their particular needs. The key to success
will be finding the right combinations and operationalizing
them in continuous-delivery pipelines via DevOps processes
to deliver the expected benefits. However, this complexity
and the need to move fast, combined with the skills
shortage (access to talent is now more of a constraint than
the access to capital), is driving a new market opportunity
for modern, cloud-native specialists acting as “trusted
advisors” and “transformation partners” to enterprises. In
addition to incumbent MSPs and GSIs, a new breed of cloudnative managed services providers is emerging.
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Consumer Technology
In recent years, two trends have characterized the consumer technology market: growth
and change.
Market growth has been fueled by increasing demand for a plethora of digital devices,
from the latest generation of smartphones and TV sets to new video game consoles and
wearable tech devices. Market change has been driven by an almost frantic pace of new
product development, combined with manufacturing challenges induced by pandemicrelated supply chain constraints.
Underlying the growth of the consumer technology industry is the broadband
infrastructure necessary to support these connected devices and ecosystems. To
make sense of this dynamic market segment, the consumer technology group provides
in-depth, global coverage of connected devices, platforms, ecosystems, infrastructure,
and other industry topics.

VIEW FULL AGENDA
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Consumer Technology

Key Issues for 2023
Connected devices: Quantifying and
qualifying the evolution of smart products
and media experiences
Connected device coverage from S&P Global provides
in-depth analysis of leading consumer electronic products
such as smartphones, smart TV sets, streaming media
devices (SMDs) and video game consoles.
Our research deliverables include five-year device forecasts
by geographic region, along with coverage of key market
issues, product development trends, technology shifts and
end-user behavioral changes.

Metaverse and connected ecosystems
With constant change a hallmark of the consumer technology
industry, product and service ecosystems have evolved to
provide consumers with new and enhanced experiences.
These ecosystems can be company-based, industry-based or
lifestyle-based.
Our coverage of this topic includes an examination of
ecosystems ranging from the consumer IoT market to the
video gaming market to the emerging vision of the metaverse.

Broadband infrastructure and platforms:
tracking disruption and ecosystem opportunities
Our broadband infrastructure research provides insight
into how product and platform vendors, along with
telecommunications service providers, are developing
enhanced broadband connectivity around the world.
Quarterly and annual reports include coverage of both
broadband CPE devices and key infrastructure platforms,
highlighting the market sizes and events shaping the telco,
cable, fiber and 5G mobile industries. Also examined are how
rapidly, or not so rapidly, global service providers are adopting
next-gen technologies into their existing services.

Gaming and smart TV platforms increasingly
integral to customer experience
Software platforms are becoming integral to the connected
consumer experience and the tech group has expanded
our market coverage beyond devices, infrastructure and
ecosystems. Our software platform research coverage
includes covering the connected TV OS market, which tracks
the growth of platforms like Google TV/Android TV, Amazon
Fire TV and Roku.
We also cover the burgeoning market for video game
software, to include sizing the video game content market.

Global supply chains and company-specific
analysis
As the global tech industry evolves and expands, our
research examines key topics such as:
• Global supply chain challenges and evolution.
• How geopolitical and regulatory shifts are impacting
the semiconductor industry.
• Performance and business models of leading
technology companies.
A key component of our company-specific research is
the Apple Quarterly, a research deliverable that provides
proprietary estimates of Apple device shipments and
revenues. As Apple, one of the most important tech
companies in the world, no longer breaks out its device
shipments, these articles provide our clients with an
industry benchmark that sizes the demand for Apple’s
hardware devices.

Coverage also includes the results of an annual survey of
telco, cable and 5G service providers.
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Customer Experience & Commerce
Businesses are focused on the total experience to ensure that ideal customer experiences
(CX) intertwine with a multidimensional approach to achieve transformational outcomes for
the business — from the employee to the customer and the partner ecosystem. A key part
of the strategy is going beyond business as usual to ensure a well-planned approach for
continuous improvement in both business and technology innovation to remain relevant in
the eyes of customers.
Once-aspirational views of innovative digital experiences have become requirements
for the ideal experience based upon a real-time, data-driven foundation. Our advertising
and marketing technology research explores the rapid changes in the vendor landscape
that enable more intelligent, contextually relevant experiences. Our research on digital
experience technologies investigates how content and commerce technology will undergo
continued architectural disruption to create immersive experiences in Web3 and metaverse.
Our customer service technology research focuses on the impact of new digital channels,
including the role service plays as a new marketing venue.
VIEW FULL AGENDA
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Customer Experience & Commerce

Key Issues for 2023
Verticalization and globalization of
CX technology
Many SaaS platforms have evolved into operating systems
for their customers and are leveraging their trusted
positions as a beachhead to broaden footprints in focused
industries, either through M&A or organic development. We
see strong adoption of SaaS in many verticals and widening
opportunities in Asia-Pacific and India. Applications
focused on delivering context, collaboration and control
are driving rapid investments in fresh approaches to
create composable experiences. The acceleration of
digitization, cloud and data is underpinning innovation and
CX performance.

Data-driven experience economy
Over the past year, businesses that allocated a larger
portion of their IT budgets to digital transformation also
accelerated the pace of strategic projects, such as cloudnative technologies and data analytics initiatives, which are
needed to support real-time, data-driven goals. Heightened
demand for context, collaboration and control in all
customer interactions requires investment in new platforms
that optimize CX. Individualizing and orchestrating unique
customer journeys is key, as our research shows that few
businesses are optimized for real-time customer journeys.

Digital experiences being shaped by
the metaverse
The metaverse has become an international conversation
point. With it, aspects such as virtual reality, robust digital
content and Web3 could alter the digital CX. Our research
will explore how these trends are evolving and their
potential impact on businesses as they look to engage
with customers in this burgeoning ecosystem.

The future of the cookieless world
With the phasing out of third-party cookies, the landscapes
of adtech and marketing technology are changing. We focus
on what tactics businesses are using to connect better
with potential audiences and build stronger customer
relationships in a cookieless world.

Consumer trust and privacy

Service is the new marketing
The human element is becoming more important as
business relationships become less transactional between
people and more nuanced, tangled interactions between
people and the systems and devices they use daily.
Using real-time conversation to discover, engage and
transact through SMS, video and chat is now the norm.
Customer data is also changing the trend for storytelling as
businesses strive to connect with customers who demand
more personalized and immersive engagements across
mobile, social platforms and video channels.

Customer success comes of age
Customer success software is designed to increase renewals,
reduce churn, and encourage upselling and cross-selling. As
the subscription economy grows, customer success will be
an attractive area for investment and innovation. Overall, the
market is expected to grow at a CAGR of 42.2% through 2025,
resulting in $1.3 billion in revenue.

Sales enablement’s contribution to top-line
revenue growth
Sales enablement products are designed to shorten the sales
cycle. This a broad segment with many approaches but one
common goal. The segment has been increasingly popular in
recent years. Consequently, sales enablement has become
an attractive category for investment and M&A, with more
than its share of successes and failures.

The future of B2B revenue generation
is conversational
Dialog-driven exchange through an electronic medium is
generating significant revenue. This segment is a gamechanger from a user interface perspective, and its features
will likely trickle into all the other markets over time.

A turn in the business cycle is creating new
opportunities and threats
CX vendors in particular, like SaaS vendors in general, are
facing a perfect storm caused by an industry-specific
slowdown, inflation and recession. This is bound to cause a
crisis is some quarters, but with crisis comes opportunity.

Growing demand from consumers for regulation of
customer data along with new policies, such as the
American Data Privacy Protection Act (ADPPA) and GDPR,
trigger massive disruption in most verticals. We explore
what this means for the future of enterprises regarding
the technology landscape and ESG, as well as how aligning
early with consumer trust and privacy values could lead to
stronger customer loyalty.

spglobal.com

2023 Research Agendas

Data, AI & Analytics
The Data, AI & analytics sector has a critical role to play in driving digital transformation
through the shift toward intelligence-driven decision-making. Technologies such as
data science, machine learning, self-service analytics, DataOps, data governance, cloud
databases, data warehouses, data lakes, event stream processing, distributed ledgers
and data marketplaces all have a part to play in making pervasive intelligence a reality and
enabling the development of agile real-time applications and data-driven decision-making.
These will help drive the next wave of digital transformation.
Beyond the technologies, however, are the topics that are top of mind for enterprise
practitioners, vendors and investors. Some have only recently arisen while others are
continuations of trends we have been tracking for some time. Our analysts will stay on top of
these and other topics throughout 2023.

VIEW FULL AGENDA
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Data, AI & Analytics

Key Issues for 2023
Better, not bigger? The pursuit of data quality,
consistency and reliability

It’s alive! Machine learning models present new
management challenges

In seeking to establish enterprise-wide data culture,
organizations must consistently ensure the availability
of high-integrity data. After an era of big-data fervor, the
pendulum is swinging back toward a focus on data reliability
and consistency. The tools, techniques and roles used
to achieve this can vary, but the core business objective
remains consistent: to drive accurate and actionable insight.

Machine learning models make predictions based on data,
which is usually similar to the data on which they have
been trained. But data can change, and models can evolve
and become less effective. MLOps is the set of tools and
techniques to manage this process.

Vertical alignment: AI & ML use cases in six
key industries
As AI adoption gradually takes hold, use cases are often
industry-specific, driven by the unique datasets of each
organization. We track detailed use cases in six industries:
financial services, manufacturing, telecommunications,
retail, energy/oil and gas, and healthcare/life sciences, and
we expect increasing take-up of more advanced use cases.

Graph technologies target emerging
relationship-based data challenges
Graph technologies, which include embedded data platform
capabilities and stand-alone databases, are built on a data
model that organizes data based on relationships instead
of based on topics in relational tables. This approach caters
well to data use cases such knowledge graphs (object
relationships), identity graphs (people and devices) and
fraud graphs (criminal relationships).

Convergence of data security, data privacy and
data governance

Addressing the blockchain trilemma —
balancing scalability, decentralization
and security

There are no longer distinct or pure categories of
functionality, so technological overlap is inherent across
these functions as providers enter the fray with different
architectural approaches to meet the needs of similar
use cases — primarily facilitating the safe and compliant
leverage of data.

Developers encounter a challenge when working with
blockchain in that there is a perceived need to sacrifice
one aspect of security, scalability or decentralization. New
protocols and scalability solutions are attempting to escape
this bind.

A serverless database really is a matter of “less
is more”
Serverless does not mean no servers. It means — from
a consumer perspective — that there is no server
infrastructure to manage. A serverless database translates
to reduced database administration for the customer, and
with it a reduction in all the challenges of managing cloud
database infrastructure.

Assessing workload venues for AI — the promise
of the edge
Machine learning (ML) model generation involves three
basic stages: data gathering/prep, model training and model
inference. These can happen in the cloud, in corporate
datacenters, and on on-premises machines and edge
devices. The distribution of these jobs is changing, and we
will explore its evolution in 2023.
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Proposed regulations will start to influence
enterprise use of AI
AI will eventually become a regulated set of technologies
around the world. However, we are not at that stage yet
and won’t get there for many years. In 2023, we expect
developments in this area, particularly in the EU, which will
oblige organizations to take note and factor them into their
decision-making as they roll out AI-driven applications.

The data lake is maturing, but is the water
getting clearer?
The data lake has evolved considerably since the term was
coined over 10 years ago. It has become a key component
of enterprise data management strategies, used to store
raw data from multiple sources that can be accessed by
multiple users for multiple purposes. This reduces data
migration and movement complexity and enables analytic
queries to be applied to a combination of structured, semistructured and unstructured data.
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Meshes, fabrics, orchestration — detangling
approaches for data integration

Large language models are changing the
AI conversation

Nearly every organization seeks a more unified view of
data resources in an attempt to become more datadriven. Amid this effort, there is no lack of technologies
and methodologies associated with integrating data from
increasingly diverse sources. How does one differentiate
available capabilities, and what does the associated
terminology mean?

Pre-trained large language models could provide a step
change in our ability to interpret and generate language.
The potential use cases are vast, but challenges around
who has access to such models will exist for some time.
In the battle for signal over noise, so much of the signal in
structured data has been identified; the remaining signal is
often in unstructured data — and that’s where such models
can help.

Managed blockchain-as-a-service offerings to
provide a route for enterprises into Web3
A lack of in-house blockchain expertise may force
organizations to turn to blockchain-as-a-service providers to
engage with the technology.

The evolution of the AI application
development process

The era of real-time analytics is now
A new breed of vendors is pushing real-time analytics,
but not as a direct threat to traditional data warehousing
vendors, which have traditionally gone after business
intelligence (BI) analytics based on complex SQL queries
to analyze past events. These new vendors are driving
purpose-driven analytics scenarios for events occurring in
the present, allowing users to react in real time.

AI application development is a complex, costly and timeconsuming process, and organizations are taking a variety of
approaches to it.

Data-driven decision-making in the enterprise
The ability to make decisions using data, rather than by
gut instinct and experience alone, is critical to enterprise
digital transformation efforts. Data science and analytics
platforms play a key role by providing the insights, which
organizations can use to assist them in making strategic and
tactical decisions.
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Datacenter Services & Infrastructure
The Datacenter Services & Infrastructure channel focuses on the global datacenter market,
with research covering critical metrics such as capacity and utilization, as well as products,
technologies, strategies and trends used by companies building and managing advanced,
resilient and efficient datacenters. Technologies covered include cooling, connectivity,
demand-side energy approaches, IT hardware and software for the management of
datacenters (such as DCIM), prefabricated and modular datacenters, and “edge” datacenters.
Services covered include leased datacenter services, managed services and interconnection.
Much of our research is segmented by regions, countries and key city markets. Specific
deliverables include profiles of vendors, geo-specific evaluations, examinations of key trends,
analysis of M&A activity and tracking of the ongoing expansion activity of datacenter operators
and hyperscalers. Aimed at executives from datacenter providers, as well as vendors, investors
and real estate professionals, the Datacenter Services & Infrastructure channel covers the
overall size, scope and growth of multiple aspects of the datacenter industry.
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Datacenter Services & Infrastructure

Key Issues for 2023
Datacenter growth: locations, impacts and
demand drivers
The team tracks datacenter markets around the world
and analyzes what is happening in those markets and how
they compare. Coverage includes the current and potential
impacts of cloud providers and IT firms on each market.

Sustainability requirements will transform the
datacenter industry
As enterprises evaluate their infrastructure and focus on
improving sustainability, leased datacenters that are newer
and more efficient may have an edge over enterpriseowned facilities. We expect that environmental footprint
will become a key element of enterprise infrastructure
strategy, along with more traditional criteria such as cost
and performance.

AI will enhance datacenter management
Enhanced datacenter management software and AI-enabled
datacenter infrastructure management (DCIM) analyze data
from as many datacenters as possible to determine when
components are likely to fail or how a facility’s energy use
could be improved. As the AI systems become better trained
and this approach is proven in a wide variety of situations,
it will become more widespread and capable of automating
more elements of datacenter management.

Cloud in Asia-Pacific
Public cloud is increasingly adopted throughout AsiaPacific but at different rates in different countries. This has
implications for the cloud market and for the datacenter
infrastructure in each area.
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Edge computing: Impacts for datacenter providers
Edge computing will provide growth opportunities for
datacenter operators as enterprises seek to place workloads
outside the cloud not only for low-latency purposes,
but also for reasons tied to governance, cost and data
gravity. Operators will need to satisfy requirements for low
maintenance and tight power conservation, and network
innovations will impact what data will be processed and
stored at the edge and what can be moved elsewhere.

Datacenter providers and business models
As the datacenter industry matures, datacenter providers
are seeking new ways to differentiate and adjust their
business models.

Blockchain and cryptocurrency: Pros and
cons for the datacenter industry
Cryptocurrency mining has one thing in common with typical
leased datacenter customers: the need for space and power.
However, following dramatic cryptocurrency price crashes,
some datacenter operators that had leased space to
cryptocurrency “miners” saw their customers go bankrupt.

Technology transformation of the
datacenter industry
The datacenter industry is changing rapidly and adopting
innovative technology. We examine various technology trends
in detail, including liquid cooling, micromodular datacenters,
alternatives to diesel generators and other technical changes
in datacenter construction and operation.
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ESG
How to effectively treat environmental, social and governance issues, collectively known as
ESG, is shaping up to be one of the most significant agendas of our time. Major commitments
are being made in company boardrooms, but the ESG mandate is challenging for many
companies to embrace. The role of the technology industry is underexplored, yet it has
outsized potential to influence the mandate. Investors, consumers, technology buyers, end
users and suppliers are trying to understand the implications of ESG and what it means for
how technology is used.
Our cross-channel technology research helps customers navigate the range of discussions
around technology and ESG, covering issues that touch on all aspects of technology, ranging
from sustainable energy in datacenters to advances in human capital management to
data privacy regulations and mandates. In addition, our research explores the industry’s
commitments to diversity and inclusion, data protection and privacy, cybersecurity and
responsible artificial intelligence and machine learning.
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ESG

Key Issues for 2023
Consumer trust and privacy
Growing demand from consumers for regulation of customer
data along with new policies, such as the American Data
Privacy Protection Act (ADPPA) and GDPR, trigger massive
disruption in most verticals. We explore what this means for
the future of enterprises regarding the technology landscape
and ESG, as well as how aligning early with consumer trust
and privacy values could lead to stronger customer loyalty.

Proposed regulations will start to influence
enterprise use of AI
AI will eventually become a regulated set of technologies
around the world. However, we are not at that stage yet
and won’t get there for many years. In 2023, we expect
developments in this area, particularly in the EU, which will
oblige organizations to take note and factor them into their
decision-making as they roll out AI-driven applications.

Convergence of data security, data privacy and
data governance

Specialty clouds: Industry-specific and
sovereign clouds

There are no longer distinct or pure categories of
functionality, so technological overlap is inherent across
these functions as providers enter the fray with different
architectural approaches to meet the needs of similar use
cases — primarily facilitating the safe and compliant leverage
of data.

Cloud is a priority for organizations across industry segments,
but how enterprises approach transformation and handle
roadblocks in governance, compliance, security and
customer experience varies by sector. Hyperscalers, ISVs and
other service providers play a key role in bringing enterprises
in financial services, healthcare, retail, supply chain and
manufacturing along a transformation journey that elevates
how they serve both internal and external customers while
ensuring regulatory compliance and data privacy.

Data security’s new chapter: Sovereignty and
scale star in this sequel
The focus on data as a central organizational asset signals
a new chapter for data security. Our research will review
existing and emerging use cases for encryption, key
management, confidential computing, developer experience
and digital sovereignty, as well as the implications for the
industry. We will explore drivers for adoption, competitive
barriers to entry and data security evolution, as well as the
impact of the data security discipline on other aspects of
information security, governance and product development.

ESG mandates will begin to inform workforce
strategies and technology choices
Finding ways to effectively address ESG is shaping up to be
one of the most significant business agendas of our time.
Organizations are facing increased bottom-up pressure
from employees as well as growing downward pressure from
investors and regulators to commit to various ESG initiatives.
This pressure has intensified over the past two years, with
concerns about furloughs; workplace safety; diversity,
equity and inclusion; talent attrition; and operational
culture. Businesses need to better reflect the breadth and
significance of these (and other) issues in the experience they
provide their employees.

The future of the cookieless world
With the phasing out of third-party cookies, the landscapes
of adtech and marketing technology are changing. We focus
on what tactics businesses are using to connect better
with potential audiences and build stronger customer
relationships in a cookieless world.
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Sustainability and the public cloud
The public cloud model — centralized delivery of IT resources
and as-a-service, consumption-based pricing — already
yields environmental sustainability benefits when compared
to the traditional model of individual enterprise datacenters
and dedicated owned-and-operated IT stacks. However,
the sheer scale of the facilities and platforms operated by
hyperscaler cloud providers has a significant environmental
impact. As IT efficiency and sustainability become
increasingly critical priorities for organizations worldwide and
as cloud infrastructure becomes mainstream IT, how are the
hyperscalers evolving their own IT estates and operations?

Sustainability requirements will transform the
datacenter industry
As enterprises evaluate their infrastructure and focus on
improving sustainability, leased datacenters that are newer
and more efficient may have an edge over enterprise-owned
facilities. We expect that environmental footprint will become
a key element of enterprise infrastructure strategy, along
with more traditional criteria such as cost and performance.

Transportation: sustainability as a profit center
ESG initiatives are an enterprise focus in many verticals,
and transportation is no exception. The sector has one
of the largest percentages of global emissions, and it
has goals and mandates to limit its growth. Highlighting
bottom-line benefits of using IoT to enhance sustainability
and reduce carbon emissions is key to the industry
reaching those objectives.

2023 Research Agendas

ESG

Verticalization and globalization of CX technology
Many SaaS platforms have evolved into operating systems
for their customers and are leveraging their trusted
positions as a beachhead to broaden footprints in focused
industries, either through M&A or organic development. We
see strong adoption of SaaS in many verticals and widening
opportunities in Asia-Pacific and India. Applications
focused on delivering context, collaboration and control
are driving rapid investments in fresh approaches to
create composable experiences. The acceleration of
digitization, cloud and data is underpinning innovation and
CX performance.

spglobal.com

2023 Research Agendas

Fintech
The intersection of finance and technology, otherwise known as “fintech,” is rewiring the financial
services landscape. The fintech channel explores the market implications of fintech and its
influence on both the providers and end-users of financial services. Our research takes a specific
focus on how fintech vendors across geographies are augmenting the operating, distribution and
consumption models traditionally associated with financial services. In doing so, we assess the
strength of their value propositions and their ability to bring greater efficiency, effectiveness and
inclusivity to the global financial system.
The development of the fintech market is inevitably being guided by end users. Therefore, our
channel has a strong emphasis on the fintech use cases, requirements and usage patterns of
both consumers and enterprises. Through our Voice of the Customer research, we aim to unearth
specific opportunities for fintech market participants to develop financial products that more
effectively serve the needs of their customers.
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Fintech

Key Issues for 2023
The acceleration of embedded finance and
fintech as a service
Fintech is evolving from stand-alone products and services
targeted at end users to an infrastructure layer that existing
B2B and B2C organizations can build on to create new
products and value propositions for their own customers.
This trend has given birth to a vibrant “as a service” market
opportunity that has emerged around enabling enterprises
to outsource the capabilities and infrastructure required to
deliver fintech products and services to their customers.
Our research will discuss how tech platforms are embedding
finance into other digital services by leveraging financial
institutions’ core ledger and leaning on fintechs providing
API-based infrastructure.

Building a payment strategy that drives
growth, customer experience and operational
improvements
Payments have become a strategic area of focus for highperforming enterprises. We assess the payment strategies,
technologies and vendors that can help to increase
transaction success rates, drive operational efficiencies
and deliver improved commerce experiences.

Taking a CX-centric approach to
fraud prevention
The first chapter of fraud prevention was about loss
mitigation. The next chapter is about minimizing losses
while driving revenue growth and streamlining the customer
experience. Our research focuses on the key fraud
challenges facing fintechs and merchants, fraud trends and
the impact of fraud prevention on customer experience.

Banks, fintechs must prepare for the reality of
instant payments
Real-time account-to-account transfers, driven by
private market initiatives and central bank-led public
infrastructure, are gaining popularity. We will track the
evolving use cases and the overall trajectory for the
industry and discuss the opportunities and challenges
for financial institutions and fintechs.

The rise of bank and fintech partnerships
Banks and fintechs, traditionally considered competitors,
are increasingly collaborating to jointly bring financial
services to market. We will assess opportunities and best
practices for partnerships.
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Evolution of the Asia-Pacific fintech landscape
The Asia-Pacific region is leading the world in digital
transformation of financial services. Our research will
highlight venture capital flows, payments trends, emerging
technologies and business models, and leading players in
the Asia-Pacific financial technology space.

The future of fintech: Emerging user expectations
For fintech vendors, financial services end-users are the
North Star guiding the future direction of the market. Our
Voice of the Customer research provides a detailed view into
the emerging financial needs and requirements of SMBs,
enterprises and consumers.

Following the fintech money
Fintech is one of the hottest sectors for venture capital
investment. Consider that private funding to fintechs in
Asia-Pacific nearly tripled to $16.12 billion in 2021 from $5.87
billion in 2020, according to S&P Global Market Intelligence
data. Our research will follow global fintech venture
investment trends, detailing activity and fundraising volume
across sectors and geographies.

Embedding lending at the moment of need
Non-financial businesses are increasingly offering various
types of lending services to their customers in a concept
known as embedded lending. Embedded lending is
proliferating across the financial ecosystem and changing
the way consumers and businesses access funds and
interact with brands.

The user experience of fintech
Fintechs have set out to reinvent the experience of using
financial services. They are harnessing digital technologies
to target accessibility and usability problems that have long
existed in banking. Incumbent financial services providers
must recognize that the new battleground is the end-to-end
digital experience.

Financial health and inclusion initiatives drive
innovation in financial services
Fintechs and financial institutions have an opportunity to
bring more people and businesses into the global financial
system by making financial services more accessible. These
financial inclusion initiatives are disrupting traditional
business models and helping to take fintech mainstream.
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Global Media Research
The media segment has been transformed over the past decade by the growing consumer
shift toward digital technologies. TV, radio, sports and film content can now be accessed
across any connected device. The legacy advertising and distribution models are being
broken down and reshaped with the rise of streaming. Our network economic models,
industry projections and expert analysis from our global media team are vital for
navigating the digital media economy.
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Key Issues for 2023
OTT goes global as the streaming model evolves
Netflix and Hulu set the stage for the streaming revolution in
the U.S. over a decade ago, but operators around the globe
are now embracing the direct-to-consumer model. Tech
titans such as Amazon, Apple and Alphabet are squaring off
against network owners and media giants such as Comcast,
Disney, Paramount and Warner Bros. Discovery, while Roku
and Samsung have also entered the fray.
The over-the-top (OTT) model itself is evolving past
subscription video to encompass ad-supported tiers as well
as free, ad-supported TV (FAST) services such as Peacock
and Pluto TV. This evolution presents both challenges and
opportunities for broadcasters, networks and media owners
around the world as they look to leverage their assets
and adapt to consumers who increasingly opt to stream
entertainment, sports and news programming.

Digital transformation in TV distribution and
economic models
As consumers turn away from legacy multichannel
subscriptions (cable, direct broadcast satellite [DBS],
telco video), TV network owners are facing declining affiliate
and advertising revenues. Many network owners have
launched direct-to-consumer services to help mitigate
losses from traditional declines as they follow consumers
to streaming platforms.
For broadcasters, the shift has impacted growth in their
retransmission fee revenue from multichannel subscriptions,
with their own distribution model being reshaped to include
live station streaming and FAST services.

Sports rights continue to grow globally despite
macroeconomic headwinds
Sports rights deals have ballooned in recent years as live
sports has emerged as the most powerful genre on TV.
The popularity of sports content has created a bidding
war between broadcast, cable and regional sports
networks, as well as streaming services looking to draw
large audiences. Tracking these deals is essential in
understanding how programming budgets are being spent
by the top media companies.
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Broadcasting in the 21st century: digital
evolution for U.S. local media
Opportunities for broadcasters to boost revenue and
relevance include NextGenTV, new diginets, broadcast OTT
launches, live station streaming and podcasting. One major
advantage broadcasters hold against their digital rivals is the
ability to serve and build trust with communities, including
through local news. Over-the-air (OTA) households have
been growing during the pandemic as budget-tightening
consumers cancel pay TV subscriptions and opt for OTA
access to essential local news. Ownership cap relaxation
could also pave the way for new investors and M&A.

Global advertising outlook based on changing
demographics and shifts in media consumption
TV network ratings have undergone massive swings in
recent years as viewing behavior has shifted from live to
on demand. As a result, sports and news networks have
seen explosive ratings growth, while general entertainment
networks and children’s networks have experienced
declines. The $40 billion U.S. TV advertising market remains
heavily reliant on Nielsen as the primary ratings currency to
drive deals, but companies such as Comscore are gaining
market share.
For U.S. broadcast TV stations, record-breaking political
advertising over the past few election cycles has mitigated
some of the decline in national and local core spot
advertising despite the drop in ratings. On the radio side,
ratings have been mainly flat, but listening share has
dropped considerably with pandemic-induced reduction of
in-car listening and uptick in streaming audio alternatives.

The post-pandemic outlook for the U.S. film
industry, home entertainment market
The U.S. film industry is continuing to adjust to a postpandemic environment with the slow recovery of the
domestic box office coupled with the effect of shifting
movie release windows to support direct-to-consumer
streaming platforms. In addition, the U.S. home video
market is evolving with physical media (DVDs, Blu-Ray)
declining as streaming and on-demand alternatives grow.
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Global Mobile Research
Quantifying billions of global wireless subscriptions and monitoring the financial
health of the operators providing connectivity helps us understand both the history
and potential of mobile services over the next 10 years. Each country has a different
story to tell in terms of tower economics (rent or own), consumer subscription models
(post-paid, wholesale, and prepaid) and which regulator-appointed wireless spectrum
bands are used for 3G, 4G and 5G services. Our coverage tracks more than 100 mobile
operators and more than 30 countries to help address the questions below and more.
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Key Issues for 2023
Global mobile industry transformation
and opportunities

Mobile infrastructure evolution: from towers to
small cells and distributed antenna systems

Mobile services have become ubiquitous, and even more so
post pandemic which highlighted the importance of mobile
connectivity. In fact, the pandemic accelerated some of the
longstanding trends in mobile markets worldwide, such as
the increase in mobile data consumption, lowering of mobile
tariffs resulting in falling mobile average revenue per user
(ARPU), and higher mobile penetration rates. Especially
with the dawn of 5G, mobile operators are at the cusp of
transforming from just being connectivity providers to
digital solution providers.

Tower infrastructure, including small cells and distributed
antenna systems (DAS), are at the forefront of the mobile
industry as mobile operators worldwide expand their 4G
and 5G coverage. While mobile operators in markets such as
Japan, South Korea and Australia own and operate towers,
some markets such as the U.S., India and Indonesia have
mature tower industries comprised of tower companies
that lease infrastructure to mobile operators. Consolidation
among key tower companies and divestiture of tower assets
from mobile operators to tower companies are some recent
trends brought by rising operation and financing costs of
mobile infrastructure.

Navigating the road to commercializing
5G services
Most countries have at least deployed one commercial 5G
service, but more launches are expected to still come in the
next few years. While initial 5G deployments have focused
on attaining coverage milestones using low- and mid-band
spectrum, some mobile operators are starting to address
the needs of network densification using millimeter wave
spectrum and small cells. Some mobile operators are also
racing to be the first to deploy stand-alone 5G in their
markets, and partnerships with key technology vendors are
key to their success.

Spectrum regulation, auctions, and inventory
The advent of 5G mobile technology has spurred the
release of new spectrum through auctions or regulatory
assignments. New spectrum for 5G is required across
low-, mid- and high-frequency bands as mobile industry
experts globally believe a multiband approach to spectrum
is necessary to realize most 5G use-case scenarios.
While most operators worldwide have adopted mid-band
spectrum for 5G, it remains a question how millimeter wave
spectrum will contribute and where, especially considering
the benefits it could bring specifically for 5G use cases
beyond enhanced mobile broadband.
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Tracking the U.S. mobile industry
High-speed mobile technology has impacted nearly every
facet of our lives — from ordering food to productivity
at work. The advent of 5G networks promises even
more functionality such as fully automated factories,
remote surgery and cost efficient IoT-based monitoring.
Underpinning all of this are the mobile networks owned
and operated by telecom providers and their towers, which
are typically owned and managed by tower management
companies. These companies’ financial health and
understanding their growth trajectories and market
opportunities are critical measures of the evolution of
wireless networks.
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Global Multichannel and Broadband
The global telecom industry is in the middle of an upgrade cycle focused on fiber and 5G
capital investments. As consumer revenue has plateaued, growth is expected from B2B
apps and services. High-speed fiber broadband has changed consumer behavior, offering
an alternative to legacy cable, DSL and mobile networks. S&P Global subscriber and revenue
models break down these networks by platform at a country and operator level, mapping the
pay TV and broadband landscapes across more than 80 markets.
Tracking industry data at an operator and country level provides comprehensive regional
market coverage and insight into emerging trends. For instance, scoping the market for fixed
wireless as 5G matures, and tracking fiber network investments. On pay TV, we are tracking
operators’ increasing reliance on third-party services for platforms and content, with growing
integration and consumption of over-the-top video services.
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Key Issues for 2023
Fiber takes over as operators pursue growth
Upgrading legacy networks to fiber represents a major
investment for operators, as consumers and enterprises
demand more network capacity and speed. The challenge
of deploying fiber to rural locations brings fixed wireless
and satellite technologies into sharp focus in many
markets globally.
Ultimately, high-speed connectivity underpins all telecoms
services and digital services that “ride on top.” With
saturated consumer services such as legacy broadband
(DSL, cable) or mobile, and slowly fading pay TV and
fixed voice, operators are increasingly resorting to third
parties for both pay TV content and platforms to lower
costs and time to market, while also expanding premium
connectivity and security services including connected
home/devices and Wi-Fi. The challenge is to continue to
drive differentiating value in the consumer segment while
effectively building B2B capabilities that increase relevance
and value chain position.

Targeting B2B segments for growth: How telcos
in Western Europe are shaping up for the next
big opportunity
In recent years, telcos have sought to further build out B2B
services and capabilities due to saturation and competitive
pressures in the consumer business and enterprise demand
for advanced network and security services.
Most of Western Europe’s major telcos have strategically
prioritized their B2B segments to ensure they are well
placed to seize emerging growth opportunities, especially
around 5G and edge computing, cloud computing, and
advanced digital services. Similarly, cable operators in
the region have spent the last 10 years building their
B2B businesses, primarily chasing the SME segment but
selectively targeting large enterprises.
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Third-party set-top box platforms take over as
operators shift preferences
Third-party pay TV platforms, notably Android TV and Apple
TV, are taking over the set-top box (STB) market as operators
streamline in the face of high content and technology
development costs, time to market, competition, and
declining pay TV subscribers.
Smart TV makers that have long pursued OTT app integration
are now also merging into the pay TV sector with operators
employing their own smart TVs, as seen with Comcast
Corp.’s XClass TV and Sky’s Sky Glass in Europe. In 2022,
this represented the most comprehensive move toward
integrating set-top box functionality directly into TV sets.

Closing the digital divide across the U.S.
Our historic and projected broadband data sets help
quantify efforts by operators and regulators focused
on expanding high-speed internet to U.S. homes. Our
proprietary MediaCensus data showcases this data at a
hyper-local level, enabling insights into homes passed and
broadband subscribers at the zip code and even census
block level.

Navigating the evolving U.S. video
subscription landscape
Using historical trends to help forecast the evolution of the
subscription video business enables content producers
and video/broadband operators to make better business
decisions today while preparing for the future. Since Netflix
streaming launched in 2007, traditional multichannel
households have declined from around 90 million to under
60 million. We forecast that online-video-only homes
could overtake traditional multichannel in just a few years.
Our MediaCensus data showcases local traditional video
subscriber data, improving competitive intelligence by zip
code and even smaller geographies.
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Information Security
Information security has always been a high priority for organizations. From the evolution of IT
and cloud-native technology to the continued advance of AI/ML and the increased adoption of
managed and professional services, we see the importance of information security reflected
again and again.
In 2023, cybersecurity assumes even greater proportions. The risk of numerous high-profile
attacks has expanded, from ransomware to threats already evident in the IT supply chain.
Cybersecurity is now a significant factor in international relations on many fronts. Our analysts
plan to track the evolution of technologies and services that enhance the strengthening of
resilience, detection of threats and response to incidents across a hugely diverse and growing
attack surface.
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Key Issues for 2023
Fintech in cyber: Will cyber insurtech shape the
nature of cyber implementation?
Cybersecurity teams have long sought to achieve an elusive
goal: measuring the cybersecurity investment.
The insurance industry, however, sets a value on
cybersecurity with every organization it covers for cyber
losses. This gives insurers a distinctive potential to
influence the nature of cybersecurity implementation and
measurement in ways no other industry can. In upcoming
research, we’ll take a look at the impact insurance is
having on cybersecurity technology and services markets,
beginning with an exploration of the “cyber insurtech”
providers playing a growing role in interfacing between
carriers, insureds, and the tools and practices both rely on
to protect organizations from the impact of cyber incidents.

Security analytics: deeping insight within,
broadening visibility without
According to recent 451 Research survey data, the
proportion of respondents planning to significantly
increase spending on security analytics is more than
50% higher than for any other segment of cybersecurity
technology. This drive has introduced a host of new trends,
from extending threat detection and response in security
operations (SecOps), to a risk-oriented approach to security
management and a spectrum of “outside in” visibility that
reflects the adversary’s view of targets and dependencies.
We will explore the impact of new techniques to address
concerns such as threat detection and response for cloudnative environments and the application of more advanced
automation and intelligence to reduce SecOps burdens.

Endpoint security: Ransomware is a challenge,
but defenses are improving
Ransomware continues to dominate headlines amid
record payouts and attacks against a variety of industries,
including critical infrastructure and even country-level
attacks. A little over 18% of respondents to the Voice of the
Enterprise (VotE): Information Security, Endpoint Security
2022 survey noted their organization has been a victim, and
22% of those paid a ransom. However, there are signs of
hope: A security tool interrupted the attack for a quarter of
those affected by ransomware.

Managed detection and response: reshaping
both security technology and managed services
In our 2022 VotE research, extended detection and response
(XDR) became, for the first time, the most-cited category
of technology to combine with security information and
event management (SIEM)/security analytics. But adoption
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is one thing; making the most of the investment is another.
Where will organizations find the required experience to
maximize the advantages of these new techniques when
they struggle to attract and retain expertise already? This is
the opportunity for managed detection and response (MDR)
— an opportunity being seized by startups, pure plays and
major vendors alike.

CASB 2.0: SaaS security evolves to address
third-party apps
Early efforts at securing SaaS apps were focused on
encrypting or tokenizing sensitive data. Next, cloud
access security brokers (CASBs) shifted to discovering
unsanctioned SaaS apps in use in the enterprise. However,
many of the largest SaaS “apps” have now essentially
become application platforms that host dozens, if not
hundreds, of third-party applications, extensions and
“micro-apps.” Organizations are often unaware of these
proliferations or have little understanding of the security
risks they pose. A new category of vendors has emerged to
address this issue, which can be thought of as “CASB 2.0.”

Cloud-native privileged access management
Traditional privileged access management (PAM) products
were mainly designed to control access to on-premises
infrastructure such as Windows-, Unix- and Linux-based
servers. Cloud-native computing architectures have
introduced new challenges that many existing PAM products
are ill-equipped to handle. Additionally, PAM is no longer
just for the “privileged few” such as DBAs, developers,
engineers and IT admins, but for anyone that needs access
to cloud infrastructure — including marketing teams and
data scientists. Cloud-native PAM addresses this gap by
applying both existing and novel tools to both on-premises
and cloud-native environments.

Passwordless authentication’s holy grail:
improved security and user experience
Due to several common factors (cost, complexity, poor user
experience) MFA adoption still trails more common security
tools such as network and endpoint security. Many firms
therefore only rely on MFA for certain user groups and use
cases. Not surprisingly, “passwordless” authentication
methods have gained traction, in part thanks to the growing
popularity of the Fast Identity Online Alliance and new
authentication standards. We are tracking the subsector of
vendors that offer a variety of passwordless or “advanced”
authentication methods to help address the limitations of
traditional MFA.
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SASE/SSE vendors vie for the high ground
Our VotE survey data shows zero-trust network access
(ZTNA) at the top of the list for planned security spending.
Yet stand-alone ZTNA vendors risk being subsumed within
the emerging secure access service edge (SASE) and
security service edge (SSE) categories. At a high level,
SASE combines security and networking features delivered
as a service to help enforce security policies for highly
distributed infrastructure, data, applications and users.
Practically speaking, SASE combines several core features
into a “unified” offering, including secure web gateway
(SWG), cloud access security broker (CASB), ZTNA, SD-WAN
and firewall as a service.

Data security’s new chapter: Sovereignty and
scale star in this sequel
The focus on data as a central organizational asset signals
a new chapter for data security. Our research will review
existing and emerging use cases for encryption, key
management, confidential computing, developer experience
and digital sovereignty, as well as the implications for the
industry. We will explore drivers for adoption, competitive
barriers to entry and data security evolution, as well as the
impact of the data security discipline on other aspects of
information security, governance and product development.

DevSecOps, “shift left” and the evolution of
application protection
The move toward greater integration of security into
developer pipelines continues to advance as developers
and security teams approach parity in the use of application
security tools. The integration of security testing into
continuous integration and code construction becomes a
factor as organizations seek to coordinate their preferred
tools to the needs of their specific enterprises.

A pure-play market emerges to secure web APIs
API usage is nothing new, but modern microservices
architectures structure applications as a series of separate
services, glued together by a communication layer of APIs.
This has triggered exponential growth in their use and
previously unseen levels of dependency. Unique security
challenges have emerged and become more widespread
with this growth, as shown by well-publicized attacks and
data breaches. These challenges include automatically
documenting and mapping usage, as well as identifying and
protecting vulnerabilities in web APIs. A product space has
emerged to meet this challenge.

Security for the cloud: multiple manifestations
of a common concern
As cloud computing continues to evolve, techniques for
securing cloud assets evolve as well. No longer is cloud
security the province of a single market segment. In
recent months, we have seen it being embraced across
several markets:
• Cloud identity and entitlements management has become
a significant aspect of IAM.
• Securing data in the cloud — at rest, in motion and in use
— is now a substantial focus of data security and privacy.
• Understanding the nature of threats that target cloudnative resources has become a focus for threat detection
and response, as well as for understanding security
vulnerabilities and managing cybersecurity posture.
In 2023, we see these aspects of cloud security becoming
a part of the coverage of these segments, with security for
cloud computing distributed across them all.
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Internet of Things
The Internet of Things (IoT) channel focuses on the opportunity to virtualize the physical
world into insightful, actionable digital representations created by connecting and analyzing
the massive data flows captured from enterprise devices, machines and business processes.
Enterprise IoT deployments encompass a range of infrastructure technologies including
IoT sensors, edge compute, enterprise platforms, datacenters and the cloud, while serving
as the launch pad for new IT innovations such as metaverse visualization, AI and machine
learning, private and public 5G networks, digital twins/digital threads, computer vision
analytics, autonomous robots and vehicles. But the goal of enterprise IoT – and the focus of
451 Research’s IoT channel – is not just the data captured and managed, but the businessaltering insights and use cases it can deliver. To that end, the IoT channel seeks to highlight
sector-specific digital transformation enabled by enterprise adoption of IoT technologies
in industries including manufacturing, energy, transportation, healthcare, the public sector
and retail.

VIEW FULL AGENDA
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Key Issues for 2023
Evolution of the IoT edge

Transportation: sustainability as a profit center

Now that the edge is not just IoT, what is the IoT edge? We
will provide an endpoint-out view of the massive data flows
driven by IoT deployments and complementary technologies
such as 5G and edge compute — and their ongoing impact
on enterprise infrastructure and digital transformation.

ESG initiatives are an enterprise focus in many verticals,
and transportation is no exception. The sector has one
of the largest percentages of global emissions, and it
has goals and mandates to limit its growth. Highlighting
bottom-line benefits of using IoT to enhance sustainability
and reduce carbon emissions is key to the industry
reaching those objectives.

Spinning digital threads to transform business
process services
A digital thread is a data-driven architecture that links together
information generated across the life cycle of a product,
operation or process. A new type of service opportunity
is developing enabled by digital threads that incorporate
enterprise resource planning (ERP) systems, AI, machine
learning (ML), digital twins, IoT devices and blockchain.

The internet of space
Increasingly, enterprises look toward the final frontier for
communications and data acquisitions.

Industrial/manufacturing: the industrial metaverse
The metaverse has significant industrial use cases powered by
industrial IoT (IIoT) instrumentation enabling full digital twins.
This digital evolution sits on top of ongoing IIoT, AI, edge and
cloud developments across industrial digital transformation.
Our research looks at the spectrum from the most basic
instrumentation to a fully realized digital twin in the metaverse
for areas such as the manufacturing industry. It also explores
the crossover with the social and entertainment applications
of the metaverse.

Automotive: the evolving edge/network story
Electrification and driver-assist/autonomy remain the
two pillars of the future of driving. What role do original
equipment manufacturers (OEMs), software providers and
infrastructure players envision for the IoT edge? Will it be
critical only for test and validation, offloading massive data
loads? Will it play in the operational phase as well, including
real-time communications and insight sharing with local
infrastructure? Just how big of an IT opportunity is the
autonomous, connected car of the future?

Shipping/logistics: investment and M&A in
the sector
Increased focus on the supply chain has led to venture
capital flooding the sector in the last few years. We look at
which companies have been the biggest winners and what
they’re doing with the windfall, as well as the potential for
consolidation in the sector as those that fail to differentiate
themselves fall by the wayside.
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Energy: a well of innovation
In the energy sector, as in many others, new technologies
— and advanced use cases for existing ones — are being
brought to bear. We will cover the adoption and applications
of emerging technology in the oil and gas industry.

Energy: securing critical infrastructure
The power and utilities and oil and gas industries face
several operational technology (OT) security challenges.
We’ll examine those, as well as how enterprises and
government agencies are working to overcome those
challenges to protect critical infrastructure.

Data flows and connectivity for smart cities
As cities turn to sensors to collect granular insights about
transportation, environmental conditions and public safety,
low-latency communications is emerging as an enabler of
improved city experience via faster response times. While
many smart city technologies currently rely on cellular
communications, the rise of 5G and long-range low-power
wireless (LoRA) networks could usher in a new era of
connectivity for smart devices for even greater remote control.

Smart building decarbonization/
technology enablers
Buildings are estimated to produce about 40% of CO2
emissions globally, and the tide of decarbonization has
turned in their direction. While building management systems
have long been charged with managing energy usage and
demand, digital twins and other IoT visualization technologies
can provide added insight and control to smart building
management and decarbonization.

Healthcare: IoT in the facility and in the home
Healthcare OT professionals have consistently increased
their commitment to IoT projects in the healthcare system
over the last few years. Some of this is driven by the
COVID-19 pandemic and the need to protect the vulnerable
within the healthcare system, but it is also driven by longerterm trends and positive return on investment from these
projects, which range from asset tracking to centralized
collection of inpatient vital sign data.
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Healthcare: Wearables vs. medical devices
This topic encompasses two parallel trends:
Medical device makers turn to services. As IoT and
services take a bigger role in the healthcare system and
the home, traditional medical device manufacturers are
becoming service providers. This opens these companies
to new competition from startups, systems integrators
and consultants.
Consumer/medical wearables invade the home: Fitness
trackers, smartwatches and dedicated medical wearables
are becoming more prominent devices in the home, driven
by existing trends and by the COVID-19 pandemic.

spglobal.com

2023 Research Agendas

Workforce Productivity & Collaboration
The pandemic has fundamentally and permanently changed the way we work, creating
an enormous space for innovation across every aspect of the employee experience
spectrum. What’s more, the growing influence of workplace technologies — not
just on employees’ productivity, but on other corporate goals such as operational
agility, business resilience, talent recruitment and retention, and overall employee
engagement — is becoming clearer. There has never been more innovation in workforce
productivity and collaboration as businesses grapple with a new cultural, operational
and technological landscape.

VIEW FULL AGENDA
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Workforce Productivity and Collaboration

Key Issues for 2023
The maturing of employee experience strategies
2021 and 2022 were marked by huge disruption as
companies scrambled to support remote and hybrid
work models, address the issues raised by social justice
movements and adjust to a more turbulent talent market.
In 2023, these issues will require busi-nesses to rethink
their employee experience (EX) strategies. They will need
to focus more on material efforts and investments to
drive employees’ engagement, satisfy their aspirations
and sup-port the sense of belonging and purpose they are
increasingly looking for at work. Businesses are looking for
new workforce strategies and technologies to help them
with this reframing.

A new era of immersive productivity will
reshape SaaS
A radical rethinking of employee software is beginning
as more visually engaging experiences are taking hold.
Leading SaaS appli-cations are going beyond basic
conversation, task management and workflow automation
to aggregate important context, high-value collaboration
and coordination around business goals. This is set to have
a foundational impact on the design of the next era of SaaS
applications as users expect more seamless and integrated
software experiences. It will also impact vendors’ product
designs, market positioning, technology partnerships and
channel relation-ships.

HR departments’ changing focus
and investments
Over the past few years, human resources has evolved into
a more strategic business partner for organizations; as
such, market dy-namics and needs regarding HR-specific
software and technology tools have changed. Core HR
tools for processes such as payroll, benefits and workforce
management are still essential, but HR buyers are also
investing more in the employee experience and across the
employee life cycle in areas such as employee engage-ment,
learning and development, and performance management.
At the same time, HR skill sets are becoming more datadriven and focused on optimizing the processes under HR’s
control. However, the mass shift to remote and distributed
work has introduced new challenges with ripple effects
throughout the HR arena that will impact the HR buying
cycle and strategy.

New work hubs emerge to improve workforce
coordination and engage-ment
Many technology and business operations leaders and
employee experience strategists are rethinking their longterm workforce technology strategies. They are giving
more thought to the overall experience they provide users
across their estate of technologies and how to integrate
applications within that experience.
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Businesses are therefore re-examining what constitutes
a strategic hub to give employees a personalized view of
the resources they need to coordinate work effectively.
Applications are the “spokes” that support that
coordination. This is a key macro trend that will influence
the direction of numerous productivity and collaboration
software categories.

The “experiences shift” requires more
intentional collaboration between technical and
business teams
Digital transformation requires many things — not just new
tech-nologies, but also changes in mentality and culture
across business divisions, not just in IT. Adopting agile
methodologies and embrac-ing DevOps does not guarantee
positive business outcomes. In fact, counterintuitively,
doing so can create new silos and opera-tional burdens. At
the same time, adopting more “joined up” work methods is
not necessarily natural for non-technical teams, which often
have siloed systems of record and reporting lines.
A more wholesale shift across the organization toward a
product-centric mindset is required, yet the technology
estate enabling that shift is often still immature, and the
cultural adjustment is chal-lenging.

Businesses are seeking new software platforms
and configurations to better integrate their
strategy and execution
As businesses focus on aligning their overall strategy with
execu-tion, reducing technology and operational silos is a
top priority. This is bringing about a second era for SaaS
marked less by point solutions and more by converging
software platforms — what we call “systems of delivery” —
functioning as operating systems for business execution.
This will be a profound shift for enterprise software in
general and will be a key determinant of how success-fully
businesses shift to a more product-centric outlook.

Innovation across the project, portfolio and
work management categories
Project, portfolio and work management tools are among
the more dynamic productivity software categories. This
remains the case with strategic M&A, product innovations,
a raft of new ven-dors, a widening set of buyers, growing
partner and channel eco-systems, and widening
competition as categories overlap. This space will continue
to grow in strategic importance as vendors po-sition to
become more common and frequently used tools as part of
knowledge workers’ day-to-day work.
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Businesses adopt more agile planning cycles
Businesses no longer have the luxury of annual planning
cycles. With the disruption of the past two years and
ongoing turbulence in the labor market and supply chains,
there are too many varia-bles for organizations to plan
that far ahead with any certainty. Organizational agility
is paramount, and it depends on a more ag-ile and fluid
planning cycle.
For some businesses, a quarterly plan is sufficient, but
others may need to plan month-to-month. As such,
businesses will increasing-ly look for technologies that
can help them forge connections across their divisions —
because collaboration is key to increasing fluidity and agility
— and provide more continuous management of their plan.

The disruptive potential of CPaaS for
business processes
The rapid growth of CPaaS (platforms for delivering realtime communications) could be highly disruptive — not
just for individ-ual technology categories such as unified
communications, but as a supplement to a wide range of
other business processes. While key CPaaS vendors have
focused primarily on CX opportunities, there is a huge
greenfield territory among knowledge, task and service
workers whose workflows would benefit from embedded
communications. The breadth of both CX and EX use cases
will continue to fuel the growth and strategic importance of
CPaaS in enterprise software.

ESG mandates will begin to inform workforce
strategies and technology choices
Finding ways to effectively address ESG is shaping up to be
one of the most significant business agendas of our time.
Organizations are facing increased bottom-up pressure
from employees as well as growing downward pressure from
investors and regulators to commit to various ESG initiatives.
This pressure has intensified over the past two years, with
concerns about furloughs; workplace safety; diversity,
equity and inclusion; talent attrition; and operational
culture. Businesses need to better reflect the breadth and
significance of these (and other) issues in the experience
they provide their employees.
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