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Cyber | Are Credit Markets Ready For A 
Systemwide Attack? 

How much a global cyber attack might hurt entities, financial markets, 
services, and economic growth depends heavily on how cyber 
preparedness ramps up in 2022. 

How this will shape 2022 

The number of credit relevant cyber attacks will keep rising. Most of the rating 
actions linked to cyber risks have followed direct attacks on specific entities. Often, 
those attacks led to a meaningful balance-sheet event, business disruption, and a 
risk of long-lasting reputation damage. We believe 2022 will see more meaningful 
systemwide attacks, given the opportunities hackers have had over the last 12-18 
months to gain access to IT infrastructure, owing to increased remote work and 
reliance on common third-party vendors. Although such systemwide attacks have 
not had a huge impact on entity creditworthiness in the past, compared with direct 
attacks on individual companies, we believe the increased interconnectedness of 
the global digital infrastructure has amplified exposure to them.  
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Cyber Insurance Premiums Are On The Rise Number of credit relevant cyber events 

  
Source: AON, The Council of Insurance Agents and Brokers. Source: S&P Global Ratings 

Cyber defenses need to at least keep pace with cyber risks. Otherwise, future 
cyber-related systemic shocks could lead to widespread rating actions. Risks 
relating to IT network breaches have accelerated and there is no real sign of this 
abating. Entities operate in an increasingly digital ecosystem, with opaque and 
complex global supply chains, and they often rely on a small number of cloud 
service providers; so it is crucial for them to understand their exposure and mitigate 
risks relating to this intricate level of interconnectivity. This will also help to ensure 
that an attack on one entity doesn’t become an attack on all related parties. 

We anticipate more information sharing on a global scale and deeper involvement 
of government bodies. Governments will play a crucial role in helping to reduce 
exposure to systemic events and bolstering awareness of cyber risks across all 
sectors of their economies. They can do this by providing direct support for the 
costs of improving cybersecurity, strengthening requirements regarding disclosure 
of events, providing best practices, and sharing information. This needs to happen 
quickly and proactively, for example, assuming a systemic cyber event next year, so 
entities are prepared to act rather than only react in case one occurs. We also 
expect to see a greater degree of information sharing among peers, competitors, 
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and whole industries, helping economic sectors stay abreast of cyber developments 
and new pockets of risk.  

Cyber (re)insurers are playing an increasing role apart from pure risk 
indemnification. Although the (re)insurance sector has the potential to provide 
substantial and tailored insurance coverage, we see opportunities for this sector to 
provide a wider range of end-to-end cyber assistance services to ensure entities 
have more comprehensive protection and plans. The market for cyber insurance 
and premium levels need to become more sustainable in 2022 and beyond to 
ensure that they work better for both the (re)insurance sector and entities buying 
cover. Premiums may rise to adjust for increases in underlying risk, but entities that 
invest in cyber defenses must be rewarded with lower premiums than for 
companies with a higher risk profile.  

What we think and why 

Sectors' cyber exposures are converging, and no entity is immune. Different 
sectors and asset classes have tended to face markedly dissimilar exposure to 
cyber risks. However, this is changing, and the gaps between sectors are narrowing. 
We see a wider range of entities becoming targets of cyber attacks than before. 
Robust cyber-governance protocols have shown their ability to limit the impact of 
both isolated and systemic cyber risk exposures, and this will remain a key credit 
focus.  

Cyber governance will remain crucial. A systemic cyber event would likely trigger 
widespread rating actions on entities with weak balance sheets that handle the 
event poorly and lack adequate cyber insurance or other means to address the 
potential financial impact. Our wider focus on governance as part of our forward-
looking credit analysis helps us detect weaker risk management policies, including 
those for cyber; there is a strong link between weak general governance standards 
and weak cyber governance.  

Stress testing to simulate the future and deep dives to learn from the past need 
to continue. The former remains key to helping entities size up exposures and 
ensure that preagreed protocols are executed as intended following an attack. 
Regarding the latter, we believe entities should make it part of their  DNA to learn 
from previous cyberattacks and take measures to detect ongoing incidents and 
prevent future threats. 

What could go wrong 

Complacency could set in. There is substantial momentum regarding investment in 
cyber security. This is particularly important because we believe that cyber threats 
will continue to evolve, including to avoid detection. Although attacks are still at 
unprecedented levels, for some sectors they seem to be occurring at a slightly lower 
frequency. Despite this, maintaining investments in cyber defense and progress 
toward its full integration into risk management frameworks are paramount; 
companies should not let their guard down. The slightly lower observed frequency 
may be due to attacks going undetected, with risks and exposures becoming known 
only later, and often too late.  

Cyber governance protocols may not be executed as intended after an attack. We 
continue to believe that strong leadership, communication, and external 
transparency are key to limiting the damage caused by a cyber attack. These 
factors may come under pressure in the face of a real-life attack. Different types of 
attacks may require markedly different response strategies. Understanding this 
dynamic upfront will help entities manage through an attack, and be ready to 
recover, reassess, and rebuild.  
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