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Foreword 

Bitcoin, blockchain, and the capabilities of the distributed ledger were first introduced to the 
market 13 years ago through the Bitcoin Whitepaper--the virtual currency's 3,550-word 
foundational document that is 1,000 words shorter than another foundational document, the U.S. 
Constitution, ex amendments. Both documents established a framework for a new form of 

governance. The simplicity of Bitcoin’s concept and brevity of the foundational document are not 
commensurate with the complexity of the ecosystem, magnitude of market innovation, and scale 
of new opportunities and potential disruption that is now emerging. Although it is still early days in 
the digitalization of markets, the pace of crypto adoption already outpaces the adoption rate of 

the internet in the 1990s and portends more change to come.  

Bitcoin initially captured the imagination of retail investors but is now grabbing the attention of 

institutional investors and policymakers throughout the world. This is because, while bitcoin 
provided a foundation for cryptocurrencies and the current incarnation of blockchain, the 
digitalization of markets now extends well beyond the more narrow confines and use cases of 

bitcoin.  

As is often the case with emerging technologies, the full scale and scope of the market impact--
driven by blockchain, cryptography, and smart contracts--is difficult to understand and even more 

difficult to accurately predict. Cryptocurrencies and the broader ecosystem remain a small 
segment of the financial market. For instance, as of Sept. 7, 2021, the total market capitalization 
of cryptocurrencies stood at around $2.2 trillion--about 5% of the U.S. equity market 
capitalization. But broader institutional investor acceptance may herald a new phase of rapid 

acceleration. 

This digital ecosystem includes new organizations, which provide new services, new products, new 

forms of risk and performance analytics, new job functions, and ultimately a new set of terms and 
language that are integral to it. The response to this developing ecosystem is very polarized, not 
helped by the technical and fast-moving nature of the underpinning technologies. Learning what 
staking is, or how a flash loan or liquidity pool works, or the difference between a hard fork versus 

a soft fork, or proof of work versus proof of stake, can be demanding and often confusing.  

In this initial report, we strive to provide a high-level framework for understanding the evolving 

digital landscape and ecosystem, including catalysts and obstacles for its advancement and 
credit implications. We present a compilation of short reports on various key aspects of the 
digitalization of markets, including the technology that powers digitalization, the global regulatory 
and policy landscape, the decentralized finance (DeFi) ecosystem, tokenization, altcoins, and non-

fungible tokens (NFTs), to name a few. For each topic we provide an overview of the subject, the 
operating landscape, and the key credit implications. As a result, the report is largely tailored to 
readers in the earlier stages of their digital journey. In addition, while this report focuses on the 
financial market impact and infrastructure, we acknowledge that the use cases and wider effects 

of the technology powering digitalization go well beyond these confines.   
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The Digitalization Of Markets--A Simplified Thematic Map  

Note: numbers in graphic refer to writeup in the table of contents. Source: S&P Global Ratings. 

Why The Fuss? 

At its root, market digitalization is powered by technology capabilities that can both complement 

and disrupt established market frameworks and business models through the formation of a 

digital ecosystem and a new set of operating rails. These new rails are: 

− Decentralized, enabling peer-to-peer transactions that reduce or eliminate the need for
traditional intermediaries;

− Immutable and fully transparent for each transaction; and

− Permissionless, borderless, and censorship-resistant, giving users access from anywhere at 
any time, with complete freedom to interact with any other user of the technology.

The development of this new set of financial rails has a myriad of implications across financial 
markets. As an operating paradigm, the distributed ledger offers the potential for efficiency gains 
by reducing or eliminating the need and role for intermediaries to execute transactions in both 
primary and secondary markets. As a result, market participants will design and implement 

entirely new workflows and operating regimes, where the degree of disruption to established 
intermediaries will be driven by several variables, including technology capabilities, scalability, 

and the pace of adoption by market participants. 
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Alongside execution impacts is the formation of new types of digital assets. Some of these assets 
are digitally native (e.g., bitcoin and altcoins), while others may be digitized versions of traditional 
assets (e.g., bonds, equities, real estate, art, or fiat currencies). The emergence of new digital 
asset classes may usher in an expanded paradigm for managing portfolios of traditional and 
digital assets. In turn, the introduction of these new types of assets requires new data and risk 
analytic frameworks and capabilities that will integrate traditional measures of risk and 
performance (such as volatility, correlation, diversification, liquidity, credit, and factor exposure) 
with new types of analysis and measures (e.g., hash rates, network effects, and protocol risk). 

Beyond the functional capabilities and portfolio management approaches related to digitalization, 

market participants also face the uncertainty and risks associated with building a new--or 

adapting the existing--regulatory framework that is fit for purpose. Defining what a digital asset is 

(e.g., a security, commodity, or currency), clarifying reporting requirements and tax treatment, and 

integrating anti-money-laundering requirements are foundational elements in the digitalization of 

markets. However, complicating the development of these frameworks is the lack of clarity 

regarding which bodies have regulatory and prudential oversight within countries and across 

jurisdictions, and the borderless nature of many of these technologies and activities. Some 

components of regulating digital assets may fit more neatly into the existing regulatory 

infrastructure (such as a tokenized equity holding), while others may not (such as DeFi lending). In 

other words, a fast-growing and evolving new ecosystem of digital assets necessitates a new 

model of regulation and oversight, and the sooner the better.  

In addition to the regulation and oversight of digital assets, there are complex policy challenges 
and approaches to be formed related to monetary policy and ensuring the stability of global 
financial markets. The exponential growth and diversity of digitized assets, whether private 
cryptocurrencies (e.g., bitcoins) or stablecoins (e.g., tether) necessitates both a prompt and 
thoughtful set of policy responses. The acceleration of projects around central bank digital 
currencies (CBDCs) illustrates central banks’ focus on staying relevant faced with the potential 
explosion in private money. 

spglobal.com/ratings 

http://www.spglobal.com/ratings


Digitalization Of Markets: Framing The Emerging Ecosystem 

spglobal.com/ratings 6 

Traditional Finance Versus Decentralized Finance 

Source: S&P Global Ratings. 

The path ahead for digitalization and digital assets will not be a straight one, reflecting: 

− The complexities of the technology;

− Wide variance in understanding and adoption among retail and institutional players; and

− The mobilization of established stakeholders who can and will shape the evolution of
digitalization, with policymakers and regulators taking a prominent role. 

As a result, uncertainty and volatility are likely to remain defining characteristics for the 
foreseeable future. And the credit implications for our rated universe will be a function of the pace 
of development of these technologies, the relative exposure of specific industries to disruption 

risk, and the ability of individual issuers to adopt or adjust to these new technologies. 

We would like to thank the many colleagues who have contributed to this report to provide you with 
S&P Global Ratings’ essential insights. Special thanks to Marcus Daley, Chief Ratings Technology 

Officer. 
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Blockchain | What’s Under The Hood 

Blockchain technology removes the need for a trusted central party for settlement 
and clearing, and has the potential to revolutionize how digital value is recorded and 
transferred. 

What is a blockchain? 

Blockchain is a new way to record data. It is a subset of distributed ledger technology (DLT), a database that 

stores information on a ledger that is distributed among a network of participants, as opposed to databases 

that store and manage information in a centralized location. Blockchains are a type of DLT that groups data 

into “blocks,” which, when verified by members of the network, are linked together to form the “blockchain.” 

Unlike regular databases, there is generally no single authority controlling this ledger. Instead, identical copies 

of the ledger are held by all participants across different locations in the network (nodes).  

Decentralization and immutability are key advantages. Blocks of data are sequentially linked, and new ones 

are added using a consensus mechanism. Members of the network verify and cross-check updates to ensure 

data validity. All entries are permanent and traceable. 

Simplified Blockchain Process 

Source: S&P Global Ratings. 

The technology provides an edge in transaction record keeping. Blockchain can provide a viable alternative 

to processes that require a trusted intermediary to handle transactions (such as trade finance), a digital store 

of value (such as digital assets or cryptocurrencies), or for processes that are notoriously complex in the real 

world by legacy and may be overhauled (such as securities settlement). 

Smart contracts can irreversibly encode processes. These are programs that are stored on a blockchain and 

are executed by any party willing to pay the fees necessary to execute the contract.  Permissioned use on the 

public blockchain is typically handled by a smart contract providing services to wallet addresses that own 

some asset or attribute, typically a token.  For example, a smart contract could automatically initiate a 

payment once an order has been shipped by automatically issuing payment to one or more token holders who 

hold a token associated with the order. This could be triggered by any party contingent upon logic specified in 

the smart contract and data stored on the blockchain. This provides transparency and certainty for all involved 

parties, although the irreversible nature of blockchain entries also brings its own set of risks, in case of bugs in 

the code or unexpected inputs.   

The current landscape 

Adoption across many industries is accelerating. The first implementation of a blockchain was the Bitcoin 

network, but the spectrum of blockchain implementations is much broader today and includes tasks such as 

supply chain and logistics solutions, health care, or royalty tracking. Most of these projects are still in the 

conceptional or testing phase, and we see little adoption of large public use cases. One area of rapid growth is 

decentralized finance (DeFi), which drives the adoption of blockchain and crypto assets. DeFi aims to replicate 
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traditional financial products and bring them on-chain to benefit from the advantages of blockchain 

technology.  

Blockchain technology still has many hurdles to clear. The main challenges relate to lack of blockchain 

scalability and standardization, as well as a lack of interoperability between different blockchains and with 

traditional systems. For example, the dominant platform for smart contracts--Ethereum--can process only 

around 30 transactions per second, compared with thousands for traditional credit card networks. While 

blockchain projects are making progress in addressing these issues, we consider the technology to be still in 

its early stages.  

Blockchains' steep energy consumption raises environmental concerns. The largest public blockchains, 

Bitcoin and Ethereum, utilize a proof-of-work algorithm to validate transactions, which is based on an energy-

intensive process. For example, bitcoin mining's energy consumption is in line with that of the Netherlands 

(Cambridge Bitcoin Electricity Consumption Index). Additionally, the reportedly short lifespan of the mining 

machines adds to environmental concerns. But Ethereum’s ongoing transition to a proof-of-stake algorithm is 

expected to considerably reduce its energy consumption by around 99% by 2022. 

There are different types of blockchains. Private (permissioned) blockchains differ from public 

(permissionless) ones in that they are open only to selected participants. Typically, they are also more 

centralized, which helps to avoid time-consuming consensus mechanisms and improve throughput. This 

makes them particularly relevant for many enterprise solutions, which seek to retain a level of control (for 

example, Hyperledger Fabric and R3 Corda). However, critics point out that private blockchains are typically 

more prone to hacks and data breaches owing to a lower level of decentralization when compared with their 

public counterparts. This is because the lower number of nodes makes it easier for malicious actors to gain 

control over the consensus network. 

The credit implications 

Blockchain’s scalability and efficiency improvements will determine its long-term applicable use cases. 
Most large blockchains work actively to solve the limitations listed above (for example, Ethereum 2.0 or the 

Bitcoin lightning project), while other blockchains are already more advanced. We expect entrepreneurial 

focus and rising investments will help to address these limitations and refine the technology.  

Blockchain can be a solution for multiple problems, but it is not appropriate for every situation. Blockchains 

are best suited to processes that involve multiple parties that need to interact but wish to do so in a trustless 

manner, and where a central authority is either not available or not desired. Users must weigh the additional 

complexity and network efficiency of blockchains against the vulnerabilities and control conferred by 

centralized databases when implementing a solution. 

Blockchain capabilities can both complement and disrupt business workflows and market functions. 
Blockchain-based solutions can help to improve cumbersome legacy processes and raise operational 

efficiencies, particularly for those use cases that so far involve multiple participants and slow transaction 

times, such as securities settlement or trade finance. However, other use cases could disrupt the established 

role of financial intermediaries. For example, decentralized exchanges, such as Uniswap, facilitate peer-to-

peer cryptocurrency transactions without the need for a traditional intermediary. It remains highly uncertain 

which of these scenarios will prevail, but we believe it is more plausible that existing players will disrupt 

themselves first and use the technology to their advantage. 

We expect that specific use cases will increasingly become regulated, but not the technology itself. This 

includes those activities whose traditional counterparts are regulated, such as digital assets, 

cryptocurrencies, or decentralized finance. So far, regulation is still at an early stage and authorities’ 

responses vary considerably. It remains unclear how most jurisdictions are going to balance innovation and 

regulation, but we expect more clarity in the coming years.  
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Blockchain | Can Scalability Solutions Unleash 
Blockchain Technology's Full Potential? 

Capacity limitations have so far prevented blockchain technology from realizing its 
potential, but the key to unlocking scalability is in sight--in the form of important 
compromises. 

What is the scalability issue?  

The transaction processing power of public blockchains is currently limited. Blockchain networks have 

limited capacity to handle large amounts of transaction data on their platforms. For example, the largest 

blockchains, the Bitcoin network and Ethereum, can process around five and 30 transactions per second 

(TPS), respectively. This compares with around 1,700 average TPS on Visa's network. This limited throughput is 

particularly problematic for high-transaction-volume use cases and enterprises that depend on high-

performance legacy transaction processing systems. While blockchain solutions or distributed ledger 

technology (DLT) has clear benefits (for example, trustless transactions, improved security and privacy, 

visibility, and traceability), key blockchains such as Ethereum face inefficiencies, because their networks are 

rapidly growing and filling up with millions of users. The lack of scalability has resulted in higher costs, slower 

transaction speed, and the general dissatisfaction of many users. 

Changing parameters is not necessarily the solution. A lot of constraints on the scalability of public 

blockchains come by design. For example, in the Bitcoin network, it takes about 10 minutes to generate one 

block, which consists of about 2,800 transactions. It would theoretically be possible to increase TPS by 

amending the parameters--that is, reducing the block generation time or increasing the block size. However, 

this would likely force out regular node operators due to higher storage, bandwidth, and processing 

requirements, which are critical for the security of proof-of-work (PoW) networks. 

Blockchains face a trilemma between scalability, decentralization, and security. Traditionally, blockchains 

can only achieve two of these three properties simultaneously. Historically, the large public blockchains have 

prioritized decentralization and security over scalability, which is reflected by their low transaction volumes. 

Other blockchains take a different approach and sacrifice decentralization for better scalability.   

The Scalability Trilemma 

Source: S&P Global Ratings. 
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Scalability issues on blockchains are holding back many applications. This became evident as the use of 
decentralized finance surged in summer 2020 and heavily congested the Ethereum network, which hosts the 
majority of applications. As a result, average transaction costs (measured in “gwei” or gas fees) have surged to 
$400+ on some days in 2021. 

The current landscape 

High-performance blockchains are more scalable but also more centralized. Referring to the scalability 

trilemma, one solution is to shift the tradeoff toward scalability. This approach is followed by multiple high-

performance blockchains, such as Stellar and Solana, which have reported TPS of up to 3,000 and 50,000, 

respectively. The main difference between these and more decentralized blockchains lies in their consensus 

mechanism. For Solana, block information is distributed across a set of only 1,000 nodes, which produce and 

validate each block.  

The industry is exploring highly divergent solutions to improve scalability, also in a highly decentralized 
setting. The most notable projects include Bitcoin's lightning network, Ethereum 2.0, and Ethereum L2s (layer 

2). The details are very technical and include a variety of measures. For Ethereum 2.0, it is a direct upgrade of 

the current Ethereum 1.0 network to bring its consensus algorithm from PoW to proof-of-stake (PoS).  This 

allegedly increases scalability to as much as 100,000 TPS. Ethereum 2.0 is already running alongside the 

Ethereum 1.0 mainnet in a testnet configuration for production deployment in early 2022. 

Ethereum L2s are a second layer that is added on top of the mainnet blockchain, which executes the 

transaction outside the Ethereum mainnet but settles all transaction data back onto the Ethereum 

blockchain. It brings another 10x improvement in speed against the underlying Ethereum mainnet TPS.  

Ethereum L2’s Arbitrum and Optimism are already in production and delivering the anticipated scalability. 

However, in order to ship, they have sacrificed decentralization in their early deployments. 

Bitcoin’s lightning network is a decentralized layer 2 that takes Bitcoin transactions offline and processes 

them directly between parties.  This increases TPS by as much as 250 TPS per channel, but as part of the 

trilemma, appears to sacrifice security by not settling all transaction data to the Bitcoin blockchain and forcing 

non-DLT concepts such as watchtowers and payment channels.   

PoW consensus algorithms are increasingly replaced by PoS. The original mechanism used by blockchains is 

PoW, which requires computers to compete against each other to process transactions and get rewards. This 

process is highly energy-intensive and time-consuming. For this reason, Ethereum’s upgrade to version 2.0 

will also see it transition to PoS, to support faster transactions and lower fees. With PoS, consensus is reached 

by using an algorithm that chooses a node to win a block of transactions, rather than the nodes competing to 

win the block by using large amounts of power. 

The credit implications 

Improvements in scalability can bring use cases to another level. We expect that both more and less 

decentralized blockchains will improve the scalability of their technology. Their use in mainstream 

applications will be the real test. Greater scalability is a precondition to many mainstream applications. 

However, jeopardizing security for the sake of higher scalability can undermine confidence in a particular 

blockchain and hurt the use case itself. Other types of DLT, such as directed acyclic graphs (DAG), address 

current scalability issues and offer lower transaction costs. A few protocols, such as Hedera Hashgraph or 

IOTA, use DAG solutions. We think DAG-based solutions could help in overcoming scalability issues. 

We believe highly decentralized solutions are the main game-changers. The strength of highly decentralized 

blockchains lies in their resistance to centralized control through intermediaries. If successful, we expect 

solutions based on highly decentralized blockchains can be more disruptive to current intermediaries, 

particularly in the financial world, compared with those from more centralized platforms, which critics 

sometimes liken to cloud computing. We believe use cases based on more centralized platforms align more 

closely with the existing market infrastructure and allow players to increase efficiencies while generally 

avoiding being disintermediated.  

However, there is a case for more centralized versions. Although decentralization can underpin a high level of 

security and accessibility, we believe the blockchain’s other properties are not necessarily optimal for every 

use case. For example, abandoning the immutability of blockchains may allow easier alterations, which can be 

spglobal.com/ratings 
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beneficial to certain applications (for example, credit card payments can be reversed for multiple weeks). For 

that reason, we expect more centralized versions of blockchains, often permissioned ones, will appeal to a 

broader area of applications. Those can be an efficient trigger to revamp legacy processes, while an identified 

intermediary and regulated access to blockchains fit more readily in existing regulatory frameworks.  
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Cryptocurrencies | Not Yet For The Mainstream 

Although the rapid growth of cryptocurrencies has captured global attention, the 
nascent ecosystem is skewed toward trade and investment rather than payments. 
We think authorities will play an instrumental role in the further development of the 
ecosystem through their controls over existing legal and financial systems. 

The Crypto Universe Is Rapidly Rising In Value 

Source: CoinMarketCap and Coin360. 

What are cryptocurrencies? 

Decentralized tokens. These digital tokens are created or “minted” through protocols developed by private 

sector parties, not by any central monetary authority. The tokens are encrypted and issued over a distributed 

ledger technology (DLT) network where transfers are permanently recorded and each entry verified by 

consensus or validated by “special users.” The number of tokens and other features is predetermined in the 

protocol and is typically not altered after launch. However, mechanisms for altering tokenomics vary widely 

depending on whether they are on-chain tokens, such as SushiSwap or Uniswap [with their native tokens 

SUSHI and UNI], or native blockchain assets, such as Ethereum or Bitcoin.   

Stablecoins. This form of cryptocurrency is a crypto token that is linked to underlying assets, such as national 

currencies, commodities, other crypto tokens, or other financial instruments. Stablecoins are designed to 

ensure price stability and enable investor access to a wider range of assets on crypto exchanges. Stablecoins 

are increasingly being scrutinized by policymakers because of the limited transparency of the underlying 

assets. They have also raised issues common to all cryptocurrencies concerning the possibility of illicit 

transactions and their threat to financial system stability should they significantly substitute traditional 

money. 

The current landscape 

Filling a void.  The prime reasons for advocating the use of cryptocurrencies as alternatives to traditional 

money are their digital and decentralized nature and token scarcity. Bitcoin is the first of its kind and the most 

prominent. That said, many proponents of bitcoin do not see it as currency (means of payment) but rather as a 
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store of value, like gold. Ether, the second-largest cryptocurrency, offers smart-contract functionality and is a 

host for decentralized apps and hundreds of thousands of tokens and their underlying protocols. The list of 

uses and alternative coins continues to expand, which is a distinct feature of this ecosystem compared with 

central bank digital currencies (CBDC), which focus on a single payment currency. 

On the other hand, while key cryptocurrencies enjoy efficiencies compared with fiat money (government-

issued and backed currency) transactions, for example in cross-border transactions, some advantages could 

be reduced by more sophisticated CBDC implementation. Some CBDC implementations have promised smart 

contract features that could compete with decentralized composability and further diminish these efficiency 

advantages. 

Valuation is not based on a strong payment ecosystem. With long wait times for a transaction to go through, 

it is difficult to envisage bitcoin being used as a mainstream currency for payment without a centralized 

intermediary. Most cryptocurrencies are not built on strong payment-based foundations, although some have 

robust money transfer adoption, such as Stellar Lumens, Ripple, and Solana. Notable evidence of payment 

adoption is Visa’s use of USD Coin (USDC), a stablecoin backed by the U.S. dollar, to settle transactions on 

Ethereum, launched in Q1 2021. Layer 2 protocols, such as Bitcoin's lightning network and Ethereum’s 

Arbitrum and Optimism, which enable transactions between parties off the blockchain, could address the 

latency issue.   

Regulation could limit cryptocurrencies' value. Authorities could potentially use their control over the 

existing legal and financial system to cut off the fiat channel funding the crypto exchanges to stave off growth 

in adoption while also regulating them to diminished levels. A wide range of potential policy and regulatory 

actions could ultimately affect use cases, scalability, and valuations. Anti-money laundering, combating the 

financing of terrorism, ransomware, securities law violation, and environmental considerations are some of 

the rationale for regulatory action.  

The credit implications 

Compliance risk. The search for additional sources of revenue, particularly in the form of fees, could lure 

financial institutions with the appetite to deal in this speculative asset class. Rising valuations and growing 

popularity are attracting the attention of fund managers, bankers, payment processors, and traders. These 

financial service providers are typically regulated and may be exposed to developing rules and possible look-

back audits in principle-based supervisory regimes. 

Legal rights and counterparty risk. Failed crypto exchanges have resulted in losses. Investors are also subject 

to cyber risks. Cryptocurrencies are generally not recognized as securities by law. Therefore, holders may not 

benefit from legal protections and are vulnerable to market manipulation and other malpractices prohibited in 

traditional trade. Financial institutions handling or taking positions in crypto trades are exposed to these risks.  

Volatility and customer risks. A growing number of companies, and even countries are accepting 

cryptocurrencies as a form of payment or legal tender. In addition to investment risk connected to 

cryptocurrencies’ price volatility, they are also taking on additional know-your-customer risks where proof of 

transferee identity is more difficult from certain crypto accounts.  

Reputational risks. Losses, especially endured by vulnerable segments of society may have significant 

reputational damage to financial-service providers, such as fund managers, especially if inappropriate selling 

practices are involved. This could also entail monetary penalties. 

Dollarization, cryptoization. Crypto could undermine a country’s monetary control if cryptocurrencies became 

more mainstream. This is similar to dollarization in some emerging countries although cryptocurrency 

volatility may be less of a concern relative to fiat value. Relative money remittance efficiency is another 

proponent of cryptocurrency usage in those countries. The mixed policy response shows varied appetites to 

systemic risks. 
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Recent Use Cases Of Top Cryptocurrencies 

Cryptocurrency Purpose Recent use case 

Bitcoin  A decentralized digital currency, first of its kind – El Salvador has adopted it as legal currency 
– Fidelity Bitcoin Fund attracts $102 million in less than a year
– Tesla could resume accepting it as payment after environmental concerns 

are addressed 
– JPMorgan has launched in-house bitcoin fund for private bank clients 
– Invesco has filed with SEC for bitcoin strategy ETF

Ether Native currency of the Ethereum network. 
Ethereum is a decentralized, open-source 
blockchain with smart-contract functionality 

– Microsoft is looking to use a system developed on the Ethereum
blockchain to prevent piracy 

– CME Group has launched Ethereum Futures 
– Chinese app Meitu has bought $40 million worth of ether and bitcoin
– WisdomTree Investment filed for ETH ETF with the SEC 

Binance Coin Issued by Binance crypto exchange, and can be 
used as payments for transaction fees 

– Hundreds of online merchants, including Travala.com,
accept BNB as payment 

Cardano A proof-of-stake blockchain platform  
with a multi-asset ledger 

– Hundreds of online merchants accept Cardano as payment

XRP Acts as a bridge currency to other fiat 
currencies exchanged on the Ripple platform. 
Ripple is a real-time gross settlement system, 
currency exchange and remittance network 

– Hundreds of financial institutions, including American Express,
Bank of America, and Santander have partnerships with Ripple 

– Ripple partnered with various sustainability leaders, including the 
Bill & Melinda Gates Foundation, aiming to hit carbon net zero by 2030

Solana Decentralized, open-source blockchain with 
smart contract functionality and focuses on 
fast processing speed 

– Hundreds of projects spanning decentralized applications, finance,
nonfungible tokens, and others are being run on this network 

Note: Stablecoins such as Tether and USDC provide a gateway to fiat and cryptocurrencies. Payment companies such as Mastercard and Visa have 
piloted stablecoin settlements. Source: Binance, Coinbase, Cryptwerk, Ripple, and Solana.  

Digitalization Of Markets 
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Nonfungible Tokens | Creating New Asset Classes, 
Disrupting Others 

Nonfungible tokens (NFTs) showcase the innovative power of distributed ledger 
technology (DLT). Their potential to optimize and democratize certain assets and 
disrupt existing processes has yet to be fully realized. 

Simplified Classification Of Selected Asset Types 

*Only accepted as currency in casino ecosystem. Source: DappRadar, S&P Global Ratings. 

What are nonfungible tokens? 

NFTs are unique digital assets whose ownership rights can be demonstrated and verified via smart 
contracts on DLT. They can be used to create a tokenized proof of ownership for a virtual version of an 

underlying digital asset (such as images, videos, or music) or physical asset (such as paintings or other 

tangible assets).  NFTs of physical assets are created to record ownership on a distributed ledger, where they 

become tradeable, while the narrow definition of an NFT enables the creation of purely digital assets that are 

tradable on certain platforms.  

Each NFT is unique with individual properties stored in the metadata and verified with a digital signature on 
the distributed ledger. This creates digital scarcity for NFTs. In contrast, fungible assets--such as fiat money 

and Bitcoin--are interchangeable and indistinguishable from one another. 

When someone “mints” an NFT, they create a unique digital version of an underlying asset such as a data 
file on a specific distributed file system (such as IPFS). Once minted, NFTs cannot be edited or deleted 

(immutable), and can be viewed publicly and traded freely with verifiable security of exclusive ownership and 

transaction traceability. They are borderless and transferable between digital wallets (interoperability).    

NFTs are implemented via smart contracts, which specify and automate certain rights and obligations of 
the buyer and seller. For example, the NFT's creator can receive a percentage of the transaction proceeds 

every time the NFT is sold if this rule is coded in the smart contract.  

The current landscape 

While NFTs have been available since 2014, the market exploded recently. Primary and secondary trading 

volumes reached more than $2 billion in first-half (H1) 2021, compared with $13 million during the same 

period in 2020 (see https://dappradar.com/nft). In July and August 2021, an astonishing $3.2 billion of total 

NFT sales were measured on OpenSea, a leading NFT marketplace.  NFT sales activity is currently the highest 
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in assets classified as collectibles, gaming, art, metaverse, and sports. One notable example is the sale of a 

digital artwork which was auctioned for $69 million in March 2021. During mid-2021, digital artwork in the NFT 

space experienced a boom, which was measured by NFT sales. Most of the NFT sales (about $800 million) are 

classified as digital artwork. 

NFTs have the potential to digitize unique physical assets. So far, digitized items largely comprise artwork 

and collectibles, but in principle, all physical assets could be tokenized as NFTs. This includes real estate 

transactions, the digitalization of which could be one of the biggest disruptions to the norm. One notable 

example is MakerDAO, which began minting NFTs in April 2021 to then purchase real estate assets as 

collateral to support its Dai stablecoin, one of the largest decentralized finance (DeFi) protocols. 

Real world assets such as illiquid residential and commercial real estate assets could be tokenized and 

optimized for investors who could buy tokenized parts or whole properties to earn regular rent income or just 

hold partial or whole ownership title depending on the tokenization scheme. The tokenization of real estate 

assets is equivalent to minting an NFT with a physical asset as underlying collateral. Any relevant data that 

makes the real estate asset deal legally binding can be coded into the smart contract of the NFT.  

A real estate NFT has all the characteristics of DLT solutions that ensure a successful deal settlement: high 

security through rules and agreements in smart contracts; transferability via digital wallets that increases 

liquidity; and uniqueness that makes the real estate NFT scarce. The owner of the NFT is the owner of the real 

estate. This empowers not only large corporations, but also individual investors.  For example, the world’s first 

residential real estate NFT sale was successfully closed in June 2021, with a retail investor selling an 

apartment in Kiev via an NFT. Paperwork and regulation are still part of the wider process but could be 

simplified over time. 

The credit implications 

It is too early to assess whether NFTs have any relevant credit implications. Most NFT players operate in the 

crypto space as art, gaming, and NFT marketplace service providers. We expect more NFT solutions in the 

future, particularly if real estate tokenization can gain traction.  

The fragmentation of ownership can offer opportunities and pose threats to incumbents. NFTs can 

democratize the ownership of certain asset classes (such as art or real estate). The easier acquisition and 

trading of a fraction of a property could, for instance, pose a threat to real estate funds. At the same time, it 

could offer new opportunities to financial intermediaries (for example, artworks could become tradeable 

commodities) and act as a positive diversifier for portfolios because it is a new asset class.  

There might be market opportunities to offer new services such as custodial wallets, custodial services of 
underlying physical assets, and crypto asset accounts around NFTs. In addition, NFTs could be used as 

collateral for borrowing other currencies in decentralized finance protocols. That said, collateralization 

requires an easy price discovery process for the NFT to be able to mark-to-market. This is still a weakness. 

Improving the liquidity of physical assets by creating an NFT does not necessarily mean there will be a liquid 

market for the token. Peer-to-peer lending in the crypto space that uses NFTs as collateral may therefore rely 

on subjective assessments of value. 

We think NFTs and a general tokenization of physical assets cannot be ignored in the long term. New use 

cases might arise in the virtual space, while the technology will likely optimize value chains by means of safety, 

speed, and transparency, among others. 

spglobal.com/ratings 
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Central Bank Digital Currencies | The New Cash For A 
Digital Age 

We believe the emergence of central bank digital currencies is a question of when, 
not if. 

The Money Flower: A Taxonomy Of Money 

Sources: Deutsche Bank, Bank for International Settlements, S&P Global Ratings. 

What are central bank digital currencies (CBDCs)? 

A natural evolution of cash for the digital age. CBDCs aim to fulfill the two basic requisites of a currency: act 

as an effective means of exchange and an effective store of value. They can be issued using traditional, 

blockchain, or a hybrid technology of the two. 

A CBDC would represent a liability of the issuing central bank. Like cash, this means the CBDC’s legitimacy 

would mirror that of its central bank from day one. This could encourage wider adoption of CBDCs in countries 

where the local currency is largely trusted. That said, privacy considerations, and the way these are handled by 

authorities, will also determine their uptake. 

A CBDC would be widely and easily accessible. There are three potential models: (i) A disintermediated 

model, where the issuing central bank would authorize users to open accounts that it would manage directly; 

(ii) An intermediated model, where banks or other financial intermediaries would open and manage these 

accounts; and (iii) A hybrid model, where accounts are opened with the central bank, but managed by banks or

other financial intermediaries.

The current landscape 

Discussions are gearing up. Technological innovation and growing interest from end users in digital money 

have prompted central banks into action. The most advanced have also organized trials to assess the 

implications for the financial system. Some governments are also not willing to risk being left behind in the 

next leg of financial innovation.  

CBDCs could foster financial inclusion. CBDCs could help the under- and unbanked, who are unable to meet 

minimum deposit and other requirements for a bank account but own a smart phone. At the same time, less 
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sophisticated banks or payment firms could be cut off unless they are integrated into the broader CBDC 

framework and scalability model.  

Central banks are progressing at different speeds. More than three-quarters of central banks around the 

world are engaged in CBDC-related research. Some are more advanced that others, with China being the first 

G-20 country to trial a digital currency, currently underway, and Bahamas launching its sand dollar in October 

2020. Other advanced and emerging market countries are likely to follow in the next few years. 

The Race For CBDCs Is Progressing At Different Speeds Across Jurisdictions 

R--Retail. W--Wholesale. 
Canceled--Countries that canceled a CBDC. Research--Countries that have conducted explanatory CBDC research. Pilot--Countries that have 
developed a CBDC that is tested in a real environment either with a limited number of parties or on a wide scale. Launched--Countries that 
officially fully launched a CBDC. 
Sources: CBDCtracker.org, S&P Global Ratings. 

The credit implications 

CBDCs could protect central banks’ mandate. The emergence of cryptocurrencies and other forms of money 

could lead to a fragmentation in the monetary system, which could reduce the ability by central banks to 

respond to emerging crises. A CBDC could help central banks defend their position.  

CBDCs could enhance economic policy implementation and transparency. CBDCs could help the 

implementation of fiscal policy by smoothing and accelerating the process of distribution and collection of 

funds to/from individuals and companies. An example is the provision of fiscal support by governments to 

economic agents during the COVID-19 pandemic.  

Banks will be affected, but not replaced. Assuming central banks go for an intermediated or a hybrid model, 

CBDCs will likely pressure the revenue profile of certain activities of banks (such as payments) while allowing 

them to keep their important intermediation function.  A disintermediated model would not only destabilize 

the financial system but also place an additional operational burden on the central bank (for example, in terms 

of know-your-customer, anti-terrorist financing, anti-money-laundering requirements, and managing a much 

bigger balance sheet.) 
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Decentralized Finance | Disrupting But Not Derailing 
Traditional Finance 

Following the surge of interest in decentralized finance (DeFi) since last summer, it 
remains to be seen whether DeFi will completely transform traditional financial 
products or simply complement and optimize them. 

Decentralized Finance Simplified 

*There are more than four dApp classes in the “DeFi Stack,” such as aggregators and asset management protocols, but these are not as relevant 
for the time being. §Cryptocurrencies, including all types of stablecoin and other coins, like bitcoin, ether, and more. ERC20 (Ethereum Request 
for Comments) is the standard for fungible tokens on the Ethereum mainnet blockchain. †Simplified. Source: S&P Global Ratings. 

What is decentralized finance? 

Decentralized finance (DeFi) is a new financial ecosystem that uses smart contracts on blockchains 

instead of central financial intermediaries to offer financial products and services. It emerged from the 

cryptocurrency ecosystem. Proponents claim that DeFi will become the new backbone of the future financial 

system because it has features superior to traditional centralized finance (TradFi). We believe it will 

complement the current financial system rather than substitute financial service companies. 

Products and services have mainly evolved within four different financial solutions: money markets 
(lending and borrowing), derivatives, exchanges, and insurance. They are decentralized and offered by 

protocols via smart contracts on a blockchain platform, such as Ethereum. Protocols usually issue tokens to 

fund the project development of the project, and investors can participate for capital gains, airdrops 

(equivalent to extraordinary dividends), or yield farming (lending the purchased native token to a certain 

liquidity pool to earn more of the native tokens).  

DeFi investors can use different decentralized applications (dApps) offered by the protocols to make use of 
products and services. DApps work in conjunction with each other, making it possible to mix and match 

different products and potentially create new solutions. These act like traditional web applications, with the 

difference that they live in decentralized smart contracts typically coupled with a Web 3.0 front-end hosted on 

a decentralized file system. They remove the need for an intermediary to act as a central clearing house for 

app interactions. Price oracles provide relevant off-chain data for dApps in order to operate properly, the ETH-

to-dollar exchange rate being one example. 

Proponents claim DeFi offers a fast, low-cost, trustworthy, transparent, and global financial ecosystem. 
Investors can access dApps from any location at any time (borderless and permissionless) and can rely on 

agreements that are fix-coded in the underlying smart contract (immutable). While a smart contract offers 

some safety via immutable contracts, the risk of fraudulent developers or deficient coding cannot be excluded.  
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Total Value Locked In DeFi 
Protocols (Bil. $) 

Total value locked measured by total 
balance of ether (ETH) and ERC-20 
tokens multiplied by their price in USD. 
Source: DappRadar. 
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The current landscape 

DeFi tokens helped the crypto market enjoy a massive inflow of new liquidity over the past 12 months. The 

"DeFi summer" of 2020, when many DeFi dApps entered the market, triggered massive price spikes across 

cryptocurrencies and tokens. The most common metrics to measure the total size of the DeFi market is total 

value locked (TVL). It measures the dollar value of tokens invested and locked in DeFi protocols. TVL has 

increased significantly since July 2020 and surged beyond $100 billion in April 2021. That said, compared with 

traditional finance, volumes remain negligible.  

Stablecoins are an important pillar in cryptomarkets and DeFi. They emerged as a result of excessive price 

volatility of established cryptocurrencies, such as Bitcoin and Ether. Stablecoins aim to maintain price parity 

by being pegged to specific assets, usually the U.S. dollar. There are currently about 200 stablecoins, which 

are backed by fiat currencies, crypto assets, commodities, other financial assets, or by a seigniorage (enabled 

with a strict governance through an algorithm in the smart contract). Despite some regulatory concerns 

surrounding Tether, the largest stablecoin, and its 1-1 coverage with the U.S. dollar, we note that the $1 peg 

has so far remained stable. 

Money market protocols enable decentralized lending and borrowing with smart contracts that replace the 
usual risk functions in TradFi. Lenders receive interest in the form of their deposited token and/or a basket of 

other tokens including the native token of the protocol, while borrowers can use these funds if they 

overcollateralize the amount they borrow in the form of other cryptocurrencies.  

Decentralized exchanges (DEXs) enable peer-to-peer trading by relying on autonomous smart contracts 
that execute trades without an intermediary. One of the leading DEXs on Ethereum is Uniswap. Similar to 

other leading DEXs, it does not use the usual order book model to facilitate trades or set prices. Instead, it 

employs liquidity pools, such that buyers and sellers swap any two Ethereum-based tokens seamlessly via the 

underlying liquidity pool provided to the DEX.  

Derivative protocols have grown less strongly than DEXs and money market dApps in DeFi. There are a 

smaller number of projects that allow for the creation of synthetic assets that track the price of an underlying 

asset, one of them being Synthetix. While still evolving, derivative protocols have vast potential considering the 

size of the derivatives markets in TradFi. Finally, insurance solutions in DeFi safeguard investors against 

hacks, glitches, or bugs in smart contracts. Like derivatives, this is also an evolving and growing space in DeFi. 

The credit implications  

In our view, DeFi is disruptive for financial service companies. At the moment, almost all relate to digital 

assets. But banks, insurance, and other traditional companies are considering the advantages of smart 

contracts, and monitor developments in the DeFi market. Ignoring this trend might lead to a wake-up call in 

the future, although we think this is a few years off given that DeFi is still in its infancy. 

Financial services clients might see benefits in blockchain-based solutions and redirect some of their 
funds to dApp products and services. While most clients might not yet be prepared and willing to use DeFi-

based products (such as lending, borrowing, or yield farming), we think that banks should be considering 

whether to adopt smart contract solutions to complement existing products and services to eventually 

increase efficiency, tap new revenue pools, and more deeply engage their customer base. 

The future will tell whether DeFi will become a transformational force for markets. Regulators and 

policymakers will likely increase regulation of DeFi given the significant rise in TVL and the powerful 

technology that could redefine the future of finance. Regulators do not have a strong presence in the DeFi 

market in most jurisdictions, and mostly lack the frameworks to fully monitor it. Some areas of DeFi present a 

challenge under existing regulations, which are tailored for a financial system with accountable centralized 

agents. That said, policymakers must find the right balance between regulation and innovation to steer DeFi 

growth. We believe this could lead to innovations and more value-add for financial services.  

spglobal.com/ratings 

Market Shares Of Largest 
Stablecoins (%) 

Measured by market capitalization 
which was about $121 billion as of Aug. 
31, 2021. Source: CoinMarketCap. 

DeFi tokens have 
supercharged the 
massive inflow of 
new liquidity in the 
crypto market 

0

10

20

30

40

50

60

Te
th

er

U
S

D 
C

oi
n

B
in

an
ce

 U
S

D

D
AI

O
th

er



spglobal.com/ratings Sept. 16, 2021 21 

DeFi Lending | Set To Disrupt Traditional Systems--
But Not Until Constraints Are Lifted 

Lending through decentralized finance (DeFi) doesn’t pose an imminent threat to 
traditional lenders, but hurdles such as collateral requirements and volatile digital 
assets could be cleared over time. 

DeFi Uses Smart Contracts In Place Of Conventional Financial Risk Functions 

*Most DeFi borrowing solutions require an overcollateralization based on a collateral factor. A few solutions offer unsecured borrowing. 

Source: S&P Global Ratings. 

What is decentralized finance (DeFi) lending? 

DeFi describes the emerging financial ecosystem that makes products and services, such as lending 
activities, available through distributed ledger technology (DLT). DeFi protocols enable decentralized 

lending and borrowing through smart contracts, which replace the usual risk functions in conventional 

finance. Lenders can put their cryptocurrency holdings to use and gain interest, while borrowers can receive 

these funds so long as they overcollateralize the amount in the form of other digital assets. This process is 

made possible through lending pools, all of which have their unique characteristics. 

With enough collateral, any interested borrower can have access to liquidity. Interest rates are solely 

determined with an algorithm balancing the supply and demand of the assets lent and borrowed. In some 

cases, holders of the protocol’s governance token can vote on interest rates as part of a decentralized 

autonomous organization (DAO).  

DeFi lending offers the promise of returns and the means to avoid crypto assets sitting idly. With certain 

native currencies being continually issued at a steady pace, investors may risk losing the value of some of their 

digital assets to inflation. DeFi lending can help offset this risk with interest gains. 
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High counterparty risk requires almost systematic overcollateralization. Most lending applications don’t 

allow for traditional credit checks on potential borrowers. Therefore, collateral posting is usually essential to 

mitigate credit and fraud risk. This in turn limits the sector's growth and its use cases. 

The current landscape 

Lending volumes are growing, but are still small. We estimate that debt outstanding is slightly in excess of 

$30 billion. That represents a few basis points of global banks’ total lending. As of June 30, 2021, DeFi lending 

and borrowing protocols made up about 18% of the total DeFi market measured by market capitalization. The 

four largest DeFi lending and borrowing platforms (Aave, Maker, Celsius Network, and Compound) had a total 

market capitalization of about $13 billion as of mid-August, 2021. This showcases the concentration of the 

lending and borrowing market within DeFi.  

Real risk and returns can be difficult for users to assess. This reflects the lack in many cases of consumer-

protection regulations, the highly technical and fast-moving nature of the segment, and the use of different 

tokens in terms of purchased assets, collateral posted, or interest payment. Some of these currencies can be 

inflated away, and fiat-equivalent returns can be hard to assess given the volatility in various digital assets. 

In September 2021, cryptocurrency exchange and services firm Coinbase received notice of a possible 

enforcement action from the SEC related to its interest-earning product called Coinbase Lend, illustrating, in 

our view, regulators' increasing focus on the segment. 

Most DeFi borrowing, at present, appears to be for the acquisition of other crypto assets. There are three 

reasons to borrow money: i) borrowers expect the digital asset they purchased to increase in value and lock it 

temporarily with the existing value to receive new crypto assets that can be used for other means (e.g., staking 

or trading); ii) users need liquidity but aim to avoid a taxable event when selling the collateralized asset; iii) 

borrowers leverage their trading by holding an existing asset in a vault and use the borrowed asset to trade or 

compose more complex lending, borrowing, and staking activities with the same collateral base. These 

overcollateralized use cases limit the threat to traditional lenders. 

Some recent protocols are testing uncollateralized lending. For example, protocols launched in 2020 aim to 

test uncollateralized lending with a credit approval process delegated to a decentralized network of credit 

approvers. These approvers receive rewards for correct credit predictions in the form of native tokens, and the 

digital tokens used throughout are in some cases pegged to the dollar. Volumes remain small, while a high 

annual percentage rate has restricted demand so far. However, should demand and offers take off, these 

protocols could represent the main threat to traditional finance.  

The credit implications 

DeFi lending could improve the liquidity of certain digital assets. Holders of better-established digital assets 

(such as bitcoin and even nonfungible tokens) can diversify their portfolios by pledging existing digital assets 

for the purchase of other types. DeFi lending can therefore improve liquidity within the overall digital assets 

ecosystem. 

DeFi lending and borrowing does not come without risk. Given the typically collateralized nature of the 

activities, we believe that volatility in the valuation of the digital assets posted as collateral could translate 

into volatility in the valuation of the digital assets acquired. The volume of activities remains relatively low, but 

greater DeFi lending volumes could ultimately lead to increased contagion risks between digital assets. This 

could also occur because of automated liquidations that materialize if the collateral provided drops below a 

predetermined value. Smart contract risks (such as bugs in the code) could also lead to losses for users, as 

demonstrated by certain protocols in recent months. 

In their current use, DeFi lending activities do not threaten traditional lenders' position. For now, most DeFi 

lending activities appear to be a process of using digital asset collateral to acquire new digital assets. It 

therefore poses a limited threat to the existing core franchise of traditional lenders. Several hurdles--whether 

technical, process-linked, or regulatory--must be cleared before DeFi lenders can bridge the gap to traditional 

finance at scale. However, should recent trials prove successful, more traditional use cases could take off, and 

these protocols could start competing with traditional lenders.  
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Digital Bonds | More Than An Efficiency Play 

Digital bonds may be a force for change that not only reduces costs, but could also 
promote financial inclusion, once regulatory, compliance, and technology hurdles are 
removed. 

Digital Bonds Can Offer Lower Intermediation And Greater Efficiency 

Source: S&P Global Ratings. 

What are digital bonds? 

Digital bonds are financial instruments that are created and managed on decentralized systems. They help 

issuers raise disintermediated funding more efficiently than through traditional bonds, thanks to the lower 

number of intermediaries involved. Digital bonds can also provide access to a wider pool of investors and 

improved pricing with instantaneous settlement.  

Digital bonds must fulfill certain characteristics. The legal documents underpinning the digital bonds must 

be verifiable and executable. In most cases, these documents are standardized as part of the offering of the 

issuance platforms. The management of the instrument should also be secured, which is typically achieved 

using blockchain technology. 

Digital bonds aim to be leaner and more accessible. A primary objective of digital issuance is to simplify the 

issuance process, compared with that of physical bonds. For issuers, the benefits could include cost 

reduction, stronger security, better traceability, and higher efficiency of the transaction. Digital bonds could 

also help financial inclusion by allowing existing and new issuers to raise financing at a lower cost than 

intermediated and over-the-counter instruments. 
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Digital And Physical Bonds Compared 

Physical bonds Digital bonds 

Time to market Few weeks Few hours to less than one week assuming the use 
of dedicated platforms 

Diversification of investors' base Global Access to new class of investors 

Credit risk Similar; the risk taken by investors is related to the 
default of the issuer/sponsor of the bond 

Similar; the risk taken by investors is related to the 
default of the issuer/sponsor of the bond 

Trading Electronic and over-the-counter, which could 
create some inefficiencies 

Electronic and more efficient 

Recourse mechanisms Can be lengthy and inefficient Efficient if based on smart contract 

The current landscape 

The bond market is ripe for disruption. Despite an acceleration over the past few years, electronic trading still 

represented only about 38% of the bond market for investment-grade and 26% of speculative-grade at year-

end 2020, according to Greenwich Market Review. A lot of trading is still over the counter, and most orders are 

still placed telephonically. These factors, alongside the fragmentation of the overall market, underpin some 

inefficiencies.   

Volumes of issuance remain low but are growing. Since the beginning of 2021, issuers have raised €160 

million through the issuance of three digital bonds, compared with the same number of transactions for the 

whole of 2020. So far, issuances have typically been arranged by one bank or a small syndicate, with a limited 

number of investors and limited secondary market trading. We expect to see more transactions as 

intermediaries streamline their platform offerings. 

The necessary infrastructure for digital bonds is slowly being developed. A few companies have been 

created to facilitate the issuance of digital bonds or sukuk (an Islamic finance product similar to bonds) and 

manage other parts of the bond lifecycle. They may allow over time a greater standardization of processes. 

Some of these platforms are affiliated with existing banks or financial intermediaries, which have seen an 

opportunity to disrupt themselves before being disrupted by external parties.  

Digital bonds face some hurdles. The main challenges are related to regulation and the status of digital 

bonds, the mechanism of recourse in case of need, and the legal force of smart contract protocols. Some of 

these issues have been resolved in countries such as France, where an ordinance was published in December 

2017 establishing the regime governing the registration of securities on distributed ledgers. We expect other 

regulators to follow. Another difficulty relates to the readiness of the existing technology and its immunity to 

cyberattacks. Finally, the rules related to custody of the assets and the collateralization of the exchange or 

platforms for issuance and trading of digital bonds will need to be clarified.  

The credit implications 

Digital bonds could both complement and disrupt corporate and government financing in the coming years. 
Banks' corporate funding franchises have been built on a foundation of trusting relationships and their ability 

to bridge the issuing and investing communities. However, an emerging capability that offers a seamless way 

to source funding via technology platforms could disrupt the established role of the financial intermediary.  As 

a result, the digitalization of primary and secondary markets creates new opportunities for, and a risk of 

disruption to, established market participants.  

Some financial intermediation activities will be affected more than others. Digital bonds could remove the 

need for a central securities depositary and custodian. They could also largely circumvent the need for the 

structuring or distribution activities typically performed by investment banks. Investors could also transact on 

a peer-to-peer basis in the secondary market without intermediation. 

Multiple catalysts will fuel digitalization. For example, the confluence of regulatory, technological, and client 

adoption of digitalized assets will affect the pace and scale of digitalization. The degree to which these 

developments are complementary or disruptive will in part be dictated by conventional finance players' ability 

to develop capabilities and frameworks to position themselves within the new ecosystem.  

Digital bonds can 
disrupt corporate 
financing and give 
access to a new 
class of investor 
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Digital bonds may enable a new class of issuer to access to a new class of investor. For example, they could 

appeal to an increased number of tech-savvy individuals or reach a wider pool of potential investors via a lower 

minimum ticket size. This could support activity volume for the companies managing or interplaying with these 

new platforms. However, it is hard to gauge the potential size of this untapped market and the related 

potential for additional economic growth. Meanwhile, investor protection is another potential hurdle. 

Some incompressible costs will remain, many stemming from regulatory obligations. Digital bonds aim to 

eliminate the need for financial intermediaries, but many of the tasks these intermediaries perform will still be 

required, such as anti-money-laundering checks and compliance with antiterrorism financing regulations. 

While technology may allow new ways to carry out these tasks (such as digital signatures) over time, it is also 

not without risks. For example, smart contract risk is potentially significant for digital bond issuers and 

investors, because the written code could contain bugs or be attacked by third parties. 

Recent Digital Bonds Issuances 

2018 2019 2020 2021

Telefonica Deutschland €75 mil.

World Bank A$110 mil.

MAPFRE €35 mil.

Société Générale €100 mil.

Vedanta Limited INR100 Crores

World Bank A$50 mil.

Banco Santander US$ 20 mil.

Vonovia €20 mil.

Société Générale €40 mil.

European Investment Bank €100 mil.

Société Générale €40 mil.

Government of Thailand N.M.

Union Bank of Philippines PHP9 bil.
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Regulation Of Digital Assets | How Far, How Fast? 

Regulators are, rightly, becoming increasingly vocal about digital assets because 
transformational change is already on the way and the industry is not pausing for 
policymakers to catch up. 

Key Areas Of Regulatory Focus 

Source: S&P Global Ratings. 

The challenges 

Defining a "digital asset" is a mix of art and science. Regulatory initiatives target activities themselves rather 

than the distributed ledger technology (DLT) that applications are built on. The context of these activities is 

considered by regulators to classify digital tokens that are used on these networks. However, the issue of 

classifying digital tokens is not always straightforward.  

How policymakers and regulators define a digital token has cascading implications. For instance, Bitcoin is 

classified as a commodity in the U.S., placing it primarily under the supervision of the Commodity Futures 

Trading Commission (CFTC), which regulates derivatives and has anti-fraud and anti-manipulation 

enforcement authority over cash commodities, with some Bitcoin-related products and services falling under 

the supervision of the Securities and Exchange Commission (SEC; either solely or jointly with the CFTC). But 

unlike Bitcoin, not all cryptocurrencies are classified as commodities in the U.S., and to complicate things 

further, a cryptocurrency’s classification can change over time. How a digital token is defined will determine 

under what supervision authority, and within what scope of diverging laws and regulations in any given 

jurisdiction it falls (for example, see “SEC Charges Ripple,” SEC, December 2020).  

It also raises the fundamental policy question of how to balance innovation and regulation. Regulatory 

stances vary considerably between countries and are even mixed within countries. In the Asia-Pacific region 

for instance, Singapore has positioned itself as an innovation hub by providing regulatory clarity and taking an 

open regulatory stance. Conversely, China has largely banned the private cryptocurrency industry, while 

rapidly progressing with the development of a digital yuan.  

A lack of policy response can have consequences. The history of digital assets in South Korea serves as a 

case study. Rapid uptake of digital assets and speculative trading in South Korea led to wide divergence 

between prices on South Korean and foreign exchanges that prompted the government to intervene in 2017. In 

2018, two South Korean exchanges were hacked, with about $70 million in tokens stolen. In 2020, in its first 
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step toward comprehensive regulation of digital assets, South Korea passed new legislation taking effect in 

September 2021. 

The potential risks require coordination among policymakers, regulators, and standard setters. Cross-

border applications of DLT require a globally coordinated response, especially considering that protocols 

underpinning these applications may not be managed centrally, and while the key areas of regulatory focus 

are not new, associated risks often manifest themselves differently than in traditional finance.  

The current landscape 

Interest around regulation has accelerated in the past few quarters. New entrants in financial services are 

forging ahead, building innovative ecosystems on DLT, often with unclear policy frameworks in place. 

Policymakers are playing catch-up and attempting to adapt to a dynamic new industry, often with existing 

regulations that are not entirely fit for purpose. 

It remains unclear how most jurisdictions are going to balance innovation and regulation. We expect more 

clarity in the coming years, with additional coordination and guidance at the international, regional, and 

national levels. Until then, stakeholders expose themselves to regulatory risk where guidance and regulation 

are subject to change.  

A global agenda is taking shape. The G20 is collaborating with international standard setters such as the 

Financial Action Task Force (FATF) and the Financial Stability Board (FSB) to establish a coordinated approach 

to regulating digital assets. The primary focus has been on financial stability and anti-money laundering (AML) 

and combating the financing of terrorism (CFT). In 2018 the G20 agreed to regulate digital assets for AML/CFT 

in line with FATF standards, and recently the Basel Committee published a consultative paper on the 

prudential treatment by banks of their exposures to digital assets. While we’ve seen progress from 

collaborations at the international level, the regulatory landscape for digital assets is still in a discovery phase 

and is far from reaching the level of regulatory clarity in traditional finance.  

At regional and national levels, approaches to regulation vary considerably. Some are relying more on 

preexisting regulations (e.g., Switzerland), while others have implemented more targeted regulatory schemes 

(e.g., Japan). Regulatory stances also differ, with some adopting policies that favor private sector innovation 

(e.g., Singapore) and others tightly controlling private industry (e.g., China). Policymakers and regulators are 

becoming increasingly awake to both the potential benefits and the potential risks. In the U.S. for instance, we 

have seen increased attention from Congress and the SEC to address gaps in current regulation, casting a 

shadow over the U.S. industry, in our view. Globally, jurisdictions are at varied stages in establishing regulatory 

frameworks, with some Asia-Pacific countries appearing the most established.  

The credit implications 

An acceleration in regulatory initiatives doesn’t necessarily protect traditional finance incumbents. The 

building of a coherent regulatory framework around digital assets and decentralized finance (DeFi) could 

legitimize and accelerate industry development by attracting new customers and incentivizing the arrival of 

new entrants that pose a risk to traditional finance incumbents’ operating models. We will continue to monitor 

new entrants, traditional finance incumbents, which we believe will ultimately disrupt themselves, and growth 

in various DLT applications, such as issuance, lending, and trading. 

Clear and stable regulatory frameworks would reduce risks for stakeholders. This includes both traditional 

finance incumbents interested in developing related activities and new entrants that operate digital asset 

business models. For now, first movers are exposed to regulatory risk. We will continue to monitor 

international, regional, and national bodies as well as track related legal developments. 

Effective regulation is necessary for the development of innovative market infrastructure that is more 
efficient and promotes financial inclusion. DLT and digital assets have the potential to lower transaction 

costs, lower financing costs, improve liquidity, increase accessibility, and increase productivity. Effective 

regulation will facilitate the confidence and trust needed for wider adoption that brings innovations to scale. 

We will continue to monitor regulatory developments around consumer and investor protections and wider 

public interest in digital assets and DLT applications. 
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A weak regulatory response would entail systemic risks. Inadequate regulation with rapid growth in DeFi and 

digital assets increases risk to financial stability, with the potential for contagion to the traditional financial 

system in the long run. We will continue to monitor cyber risk, DeFi growth, initial coin offerings (ICOs), and 

stablecoins. 

The Digitalization Of Markets: Policy And Regulatory Developments Are Accelerating  

AIFMD--The Alternative Investment Fund Managers Directive. AML/CFT-- Anti-money laundering/combating the financing of terrorism. BML--Binance Markets Ltd. CBDC--Central bank digital 
currency. CBN--Central Bank of Nigeria. CFTC--Commodity Futures Trading Commission. DAO--Decentralized autonomous organization. DCEP--Digital currency electronic payment. DLT--
Distributed ledger technology. EC--European Commission. ECB--European Central Bank. ETFs--Exchange traded funds. ESMA--The European Securities and Markets Authority. FCA--Financial 
Conduct Authority. FIC--Financial Innovation Caucus. ICOs--Initial coin offerings. MiFID II-- Markets in Financial Instruments Directive. NYDIG--New York Digital Investment Group. PBoC--People’s 
Bank of China. PWG--President’s Working Group on Financial Markets. RMB--Chinese Renminbi. SEC--Securities And Exchange Commission. Source: S&P Global Ratings. 
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U.S. Public Finance | Cryptocurrencies May Boost 
Revenue--But Are Not Without Risk 

U.S. state and local governments, and other public finance issuers, are increasing 
their use of cryptocurrencies--not just as an investment, but also for payments. The 
benefits include ease of electronic transfer and potentially lower fees, but we also 
see cyber risk, portfolio risks, and environmental, social, and governance concerns. 

U.S. States Are Beginning To Adopt Cryptocurrencies 
Selected examples 

Source: S&P Global Ratings. 

How is cryptocurrency used in U.S. public finance? 

Easy electronic transfer. Taxes and fees in some locales can be paid through cryptocurrency. For example, 

Williston, N.D. is accepting cryptocurrency payments for utility bills, and there are plans to add functionality 

for license fees. Local governments in many states are exploring cryptocurrency payments as an option for 

employees to receive paychecks.   

A promising, if volatile, investment. Public finance entities are showing a limited, but rapidly increasing 

interest in blockchain technology companies and cryptocurrencies as a new investment option. They hope to 
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earn higher returns or incorporate new instruments with distinct risk profiles to combat the market and 

liquidity risks that are present in more traditional markets. 

Growing acceptability as payment. In the higher education sector, some schools are accepting 

cryptocurrencies for endowment gifts, although most are not yet accepting them for tuition payments and 

other business operations. In early May 2021, for example, the University of Pennsylvania received an 

anonymous gift of bitcoins worth $5 million. 

The current landscape 

Public finance stakeholders may not be leading the digitalization charge, but they are not ignoring it. At the 

federal level, a myriad of legislative and regulatory stakeholders are evaluating the digital asset landscape. 

Additionally, states such as Wyoming, Ohio, and Texas, among others, are creating legal frameworks to 

prepare for the continued digitalization of markets. While there hasn’t been any U.S. public finance issuance to 

date, issuers are considering digitalized capital raising. 

There is growing interest in cryptocurrency's use in transfers as well as investment. We are seeing slow but 

increased interest from governments (including U.S. states), local governments, and other public finance 

issuers in using, and regulating, cryptocurrencies not just as a store of value or speculative investment, but for 

payments, because of the ease of electronic transfer and the potential for lower fees than those offered by 

current intermediaries. The city of Berkeley, Calif., for example, is looking at creating its own cryptocurrency to 

be used to back its debt. The states of Wyoming and New York have built comprehensive regulatory 

frameworks around cryptocurrency to aid technological advancement. 

The burgeoning industry is creating competition for a “crypto-friendly” reputation. Some governments are 

actively creating economic development campaigns to encourage companies to locate in “crypto-friendly” 

areas to attract employees. For example, the city of Miami, Fla. hosts a large annual crypto conference and is 

considering paying city employees and receiving taxes in bitcoin. However, others--such as the city of 

Plattsburgh, N.Y.--are shying away, in part because of the related electricity demands.  

The credit implications 

Cryptocurrencies are a new area of rapid economic growth. Successful implementation of the legal 

cryptocurrency framework and a reputation as "friendly" to the new industry could boost revenue through an 

expanding new job market, or through investment gains, and result in credit-positive growth. 

The cyber risks are extensive. Sufficient internal or external cyber controls would demonstrate management 

aptitude, which we view as an integral part of cryptocurrency ownership. 

Cryptocurrencies create environmental, social, and governance concerns. The main environmental concern 

surrounds proof-of-work, because coin mining can demand high energy usage. Social concerns arise over 

inequitable access, should hardware needs limit use. Meanwhile, governance issues are introduced through 

the nascent legal and regulatory frameworks under consideration. 

Cryptocurrency investment adds portfolio risk. The high volatility of cash-out value means that a portfolio 

that includes cryptocurrency contains liquidity risk, and this could affect credit through reduced budgetary 

stability.  
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Structured Finance | Distributed Ledger Technology 
Prepares For Takeoff 

Despite limited real-life use cases to date, the application of distributed ledger 
technology (DLT) in securitization will likely increase in the future given the potential 
cost savings and operational efficiencies it could bring to the securitization process. 

How A Blockchain Digital Ledger Can Enable The Transparent Tracking Of Cash Flows 
And Assets 

Source: S&P Global Ratings. 

How DLT could make securitizations more efficient 

The creation of a structured product involves multiple interacting parties sharing information, some of 
which needs to be updated on a regular basis. For decades, typical securitizations have employed familiar 

structures with standard transaction parties engaged in various relationships, legal or otherwise. Parties 

generally have access to data for immediately relevant tasks, but there is a lack of full transparency and real-

time visibility into asset and performance data, which, for the most part, are manually aggregated by servicers 

and originators. Moreover, ratings are assessed based on accuracy of the available data, which in some 

sectors (such as residential mortgage-backed securities) is predicated on additional laborious and costly 

checks, such as third-party loan file reviews or audits. 

Once a securitization embeds DLT, a special-purpose entity could still house the assets. However, smart 

contracts (i.e., computer codes that are executed when a specified condition is met) could implement the cash 

flow waterfall. Provision of asset data and performance from servicers and other relevant parties would 

potentially be available in real time on the distributed ledger, improving timeliness and possibly reducing 

errors. The process by which new information is recorded on DLT is illustrated in the graphic above. 

The current landscape 

We have seen an increase in structured finance transactions that use DLT, but they remain limited. In some 

cases, digital structured securities are offered to accredited investors in private placements. As such, the 

issuer is exempt from securities registration requirements with the SEC. Due to the relative complexity of 

structured products, DLT applications in structured finance could benefit from additional guidance from 

regulators and standard setters, which we believe would support wider adoption. 

In 2020, Figure Technologies issued residential mortgage-backed securities on a blockchain governed by 
partner company Provenance. According to Figure Technologies, the benefits of the blockchain will confer 

substantial savings throughout the life of the transaction. In Europe, three Société Générale covered bond 

transactions employed blockchain technology between 2019 and 2021. Certain Chinese issuers have 

reportedly produced several structured finance transactions using blockchain technology, most of them 

privately placed. These securitizations use permissioned blockchains primarily to record and verify asset data 

and cash flows. 

Party (e.g., servicer)
requests that a
transaction is
submitted to the
blockchain.

Transaction and related
data are validated by
the decentralized,
peer-to- peer network.

New block is created
containing the data for
multiple transactions.

Block is added to the blockchain.
Because every node in the
network retains a copy, historical
data are immutable, permanent,
and visible to all parties.
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There are technical hurdles as well as other barriers, including general market acceptance. Whether DLT is 

widely adopted by structured finance markets remains to be seen, despite the promised benefits. Additional 

emerging risks to transaction parties include the possibilities of misinformation being added to the blockchain 

and the sharing of proprietary and duplicate information between blockchains for the same transaction. Such 

risks generally concern data consistency between blockchains and privacy and regulatory controls. 

The credit implications 

Certain factors of our rating methodology could be affected. Of our five key rating factors, it appears that 

“legal and regulatory” and “operational and administrative” risks would initially be most affected by any 

adoption of DLT in securitization. We will continue to analyze the potential impact of DLT should its popularity 

among market participants grow and translate to practical implementation. 

Because DLT can supply enhanced visibility and access to data, credit analysis and surveillance would be 
improved. More accurate and detailed collateral data would help assess base-case assumptions and inform 

credit analysis. Post transaction, efficiencies brought about by DLT would improve surveillance on the 

collateral pool. All transaction parties, as well as rating agencies, regulators, and investors, could have access 

to the distributed ledger, which could create real-time deal performance transparency. Historical performance 

data used to determine our base-case assumptions in certain asset classes could be rendered fully 

transparent and less prone to manipulation if available on a digital ledger. In the case of assets for which it’s 

currently not the standard, DLT could allow for detailed loan-level performance data and collateral 

characteristics to inform our credit analysis. Moreover, real-time performance updates would enhance our 

surveillance process. 
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El Salvador’s Bitcoin Case | High Risks Will Limit 
Benefits 

The risks associated with the adoption of bitcoin as legal tender in El Salvador seem 
to outweigh its potential benefits. There are immediate negative implications for 
credit, and wide usage of bitcoin is unlikely. 

Bitcoin as legal tender 

On Sept. 7, 2021, bitcoin became legal tender in El Salvador, following parliament's approval on June 9, 
2021. The launch suffered from several missteps, especially around the use of the government-backed crypto 

wallet, Chivo, which had to go temporarily offline because of technical glitches. However, several merchants 

reported that they had started to process payments in bitcoin, especially larger corporates.  

Wide usage of bitcoin is unlikely. The bill states that all economic agents, including the government, “must” 

accept bitcoin as payment with the exception of those lacking the technology to do so, but that prices “may” be 

expressed in bitcoin. A survey conducted by El Salvador’s Chamber of Commerce and Industry showed that 

over 90% of respondents did not want the obligation to accept bitcoin as payment, and 75% said they will 

continue to use U.S. dollars. Widespread protests against mandatory bitcoin adoption have also taken place, 

both pre- and post-launch day. 

It is unclear whether bitcoin really is legal tender. While the law defines the cryptocurrency as legal tender, 

not all economic agents are technically forced to accept bitcoin in exchange for goods and services. A clause 

states that those with insufficient technological capabilities to transact in bitcoin are not forced to accept it as 

payment. Economic agents that do not want to transact in bitcoin may claim that status, and there are no clear 

rules enforcing the acceptance of bitcoin as payment; although this, of course, could change. 

El Salvador's small, open, dollarized economy status means bitcoin's impact could be sizable. The country's 

GDP is $25 billion (or about 600,000 bitcoins), with trade accounting for 60% of GDP (goods exports plus 

imports), and remittances close to 25% of GDP. This means that if bitcoin was widely used for cross-border 

transactions, the effect of the cryptocurrency's high volatility on the wider economy would be significant. While 

El Salvador's adoption of U.S. dollars meant that it didn’t face exchange rate risk in the past, the introduction 

of bitcoin--if the cryptocurrency is widely used--would introduce exchange rate risk, with potentially 

disruptive implications for trade and cross-border financial flows. On the other hand, as a hedge against 

sanctions from the U.S. government and other extra sovereign risks, the move to bitcoin does have some 

advantages. 

The current landscape 

Bitcoin's adoption comes at a high cost. Its extreme volatility would drive large swings in prices, reducing the 

incentive to use it for day-to-day transactions. There are also fiscal risks associated with the ability to pay 

taxes in bitcoin, and exchange rate mismatch risk in the financial sector if banks hold large amounts of bitcoin 

on their balance sheet but supply credit mostly in U.S. dollars. 

The cryptocurrency's potential benefits are unlikely to materialize in the short term. Bitcoin could increase 

financial inclusion of the unbanked (70% of the population), and reduce costs on cross-border transactions, 

such as remittances. However, these benefits will only be realized if there is widespread trust in bitcoin--and 

surveys indicate the contrary. Without trust, bitcoin transactions are likely to be immediately converted into 

U.S. dollars due to exchange rate risk and the propensity by bitcoin holders to retain their bitcoin as a store of 

value as opposed to using it as a medium of exchange. 

Financial integrity is also at risk. In the absence of effective anti-money-laundering and other measures that 

combat the financing of illicit activities, the adoption of bitcoin could facilitate these activities, contribute to 

tax evasion, and pose a risk to the country’s financial system and its relationship with other countries and 

multilateral organizations. 

BTC’s extreme 
volatility would 
drive large swings 
in prices, reducing 
the incentive to 
use it for day-to-
day transactions 
or as a storage of 
value 
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The credit implications 

Bitcoin adoption threatens El Salvador's IMF deal. The country is in a tough fiscal position: the deficit is 10% 

of GDP, and public debt about 90% of GDP. With about $2 billion in debt repayments in 2021, the government 

is seeking a $1 billion IMF loan. Bitcoin's potential lowering of financial integrity, by indirectly encouraging 

illicit financial activities such as money laundering and tax evasion, could complicate ongoing negotiations. 

However, in practicality, all these illicit activities could also be conducted through U.S. dollars with limited 

oversight. Credit markets have reacted, with yields on sovereign bonds heading higher since the bitcoin law 

was approved (see chart). 

Bitcoin adoption increases fiscal vulnerabilities. Allowing taxes to be paid in either U.S. dollars or bitcoin 

reduces visibility over the trajectory of fiscal revenue. The government, at its own cost, will transfer $30 worth 

of bitcoin to every national who registers to the Chivo crypto wallet--a de facto fiscal transfer. Furthermore, 

the government announced that it will fund a $150 million trust fund to mitigate volatility in the bitcoin-U.S. 

dollar exchange rate, and it is unclear whether it will commit to replenish the trust fund if it falls below a 

certain U.S. dollar balance. 

We see potential disruption to credit from domestic banks if bitcoin is widely used. Assuming banks 

continue to supply loans in U.S. dollars but are forced to accept payments and deposits in bitcoin, this could 

generate balance sheet currency-mismatch-related vulnerabilities. The availability of bitcoin futures provides 

a means to manage exchange rate risk. However, the costs of managing bitcoin futures, and concerns over the 

underlying volatility of bitcoin, may ultimately encourage banks to automatically convert all bitcoin received 

into U.S. dollars. Otherwise, banks could act to reduce exposure to that risk by reducing lending activities.  

El Salvador Sovereign 2035 Bond Yield (%) 

Sources: Bloomberg, S&P Global Ratings. 
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ESG | Does Blockchain And Distributed Ledger 
Technology Align With ESG Principles? 

Blockchain mining consumes a lot of energy. Yet distributed ledger technology (DLT), 
at its core, promises greater transparency and efficiency as well as accessibility to 
financial products for the unbanked. Energy consumption is just one aspect of a 
much larger environmental, social, and governance (ESG) mosaic.  

U.N. Sustainable Development Goals 

1.  
No poverty 

2.  
Zero hunger 

3.  
Good health  

and wellbeing 

4.  
Quality education 

5.  
Gender equality 

6.  
Clean water  

and sanitation 

7.  
Affordable and 
clean energy 

8.  
Decent work  

and economic 
growth 

9.  
Industry, 

innovation, and 
infrastructure 

10.  
Reduced 

inequalities 

11.  
Sustainable cities 
and communities 

12. Responsible 
consumption and 

production 

13.  
Climate action 

14.  
Life below water 

15.  
Life on land 

16.  
Peace, justice, and 
strong institutions 

17. Partnerships for 
the goals 

What are blockchain’s key promises? 

The ‘S’ in ‘ESG’ is at the core of decentralized finance’s promise of financial inclusion. By removing 

intermediaries, it could eliminate the economic rent attached to certain activities, reduce transaction costs, 

and democratize access to financial services for the 1.7 billon adults globally who are unbanked, according to 

the World Bank. With limited access to finance, many of these individuals rely on a less-reputable shadow 

finance system, especially in developing economies, without access to formal credit. The World Bank has 

stated that financial inclusion is woven into seven of the UN's 17 sustainable development goals. 

Blockchain can provide a transparent, trusted, and traceable record of transactions.  A key feature is its 

resistance to tampering and fraud. This could prove particularly valuable in regions with high levels of 

corruption and weak or unpredictable institutions, or which systemically lack transparent reporting. For 

example, the technology can provide a monetary system that is free of censorship and less exposed to the risk 

of interventions by government and geopolitical conflicts. 

Transparency and traceability are underpinned by the protocols and codes that underpin the applications 
and digital assets. They require little human input beyond initial coding of the protocol. However, codes can’t 

foresee all eventualities, and governance therefore still has a role to play. Various governance models are 

possible, with differing degrees of centralization in decision-making power.   
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The current landscape 

The environmental impact of crypto mining is heavily debated. Reportedly, bitcoin has a material 

environmental impact and for instance consumes as much electricity as the Netherlands. In fact, energy 

consumption for bitcoin proof of work could be considered a feature rather than a bug, as it aligns incentives 

with security. The value judgement about the energy consumed for bitcoin mining depends on the judgement 

on its usefulness. National policymakers, citizens of wealthy nations, or citizens of poorer nations with limited 

access to financial services may have divergent views and experiences of this value proposition. 

The amount of greenhouse gas emissions from bitcoin mining depends on the energy source, that is, 

whether it was derived from clean sources, such as wind, solar, or hydropower, or dirty sources such as coal-

fired plants. Crypto-mining operations move within and across countries for a variety of political, regulatory, 

and economic reasons. The green component of energy consumption will continually evolve as mining 

operations relocate, energy grids become greener, and secondary technology protocols are developed that 

ease energy consumption. 

Disjointed regulatory approaches and frameworks raise money laundering risks and could support fraud 
and tax evasion. Cryptocurrency, because of lagging regulations, can give fraudsters another tool and allow 

nefarious parties to move funds across borders. However, authorities are becoming increasingly 

knowledgeable and better equipped to trace back certain fraudulent transactions. For instance, in the case of 

the Colonial Pipeline ransomware, the U.S. Department of Justice announced in early June 2021 that it had 

recovered a large part of the bitcoins paid as ransom, supported among other things by the traceability of 

cryptocurrencies. As is often the case, the regulation has not kept up with technology, but over time 

authorities are likely to have more tools at their disposal to oversee cryptocurrency. 

Technology can be vulnerable to attacks and deficient coding. A number of actors in this emerging 

ecosystem are vulnerable to cyberattacks. There have been several examples in the past years of raids on 

crypto exchanges. Also, many of these applications have not been tested for mainstream usage. Finally, the 

technical nature of many of the decentralized finance applications, and the inability of many users to assess 

the robustness of underpinning protocols and governance, leaves users exposed to the risk of “rug pulls,” 

whereby users invest money in a new project or application, and developers then maliciously run away with the 

funds. Risks are exacerbated by the lack of consumer protection regulations around many of these 

applications. As with many new technologies, the benefits are fully understood before the risks are, and it is 

incumbent on users of cryptocurrency to put in place effective risk management techniques. 

The credit implications 

Technological improvements could enhance the scalability of blockchain and cryptocurrencies. The move 

to proof-of-stake from proof-of-work platforms, or other enhancements will likely reduce computing power 

requirements. Hence, they could eventually reduce the environmental impact and support the mainstream 

usability of some of these applications--and in turn increase the potential disruption to traditional finance. 

DLT could lead to greater transparency, including for supply chains. By allowing greater transparency and 

accountability, DLT could help demonstrate the sustainability of supply chains from an environmental or social 

point of view. For example, initiatives are being tested around the technology's ability to support more 

comprehensive carbon tracing. 

The technology could in some cases help corporates and governments better meet their ESG goals. On its 

own, the technology is rarely a panacea, and rather an enabler. It often depends on the quality of other 

external data sources (also known as oracles). But a judicious use of the technology may help meet growing 

ESG expectations from various stakeholders, most notably fortifying social capital by improving access to 

finance. This could create opportunities and reduce ESG-related risks, which are growing in this sector. 
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Altcoins. Any cryptocurrency that can serve as a substitute for bitcoin. 

Bitcoin Lightning Network. A protocol designed to address scalability issues on the Bitcoin network by taking 

transactions off the blockchain to promote transaction speed and efficiency. 

Blockchain. A type of distributed ledger technology that groups data into blocks that when verified by members of the 

network are linked together to form the blockchain. 

Central bank digital currency (CBDC). A digital token representing sovereign fiat currency. 

Cryptocurrency. A digital token used either as a medium of exchange or store of value with transactions recorded 

using distributed ledger technology. 

Cryptography. Broadly encompasses techniques that secure and encrypt information. 

Cold wallet. A digital wallet that exists off the internet. 

Decentralized finance (DeFi). Distributed ledger technology-based financial services without traditional 

intermediaries and central authorities. 

Digital assets. Any asset that exists in a digital form.  

Digital wallet. A place to store digital assets with some level of security. 

Distributed ledger technology (DLT). A system of record that is shared and stored across a network of participants 

(nodes). Blockchain is a type of DLT.  

Ethereum. A popular blockchain platform that has smart contract capabilities. 

Flash loan. An unsecured loan originated and repaid instantaneously on a distributed ledger technology platform 

within a single transaction (e.g., typically used for arbitrage). 

Hard fork. A change to a blockchain network's protocol that results in two separate blockchain networks, forcing all 

nodes to upgrade to the latest version of the protocol's software. 

Hash rate. A proof-of-work blockchain network's total capacity to validate exchanges. 

Liquidity pool. A pool of digital assets used to facilitate trading and lending, designed to eliminate the need to identify 

a counterparty.  

Nonfungible tokens (NFTs). A unique digital token that cannot be replicated. 

Node. One of several dedicated computational engines, stores of memory, and broadcasting sites on a distributed 

ledger technology network. 

Nonce. A number that can be used just once in a cryptographic communication in a distributed ledger technology 

network to guarantee unique exchanges. 

Proof of stake (PoS). A protocol for validating transactions on a distributed ledger technology network that requires 

"validator nodes" to stake digital tokens to be eligible to validate transactions for rewards. 

Proof of work (PoW). A protocol for validating transactions on a distributed ledger technology network that requires 

"mining nodes" to iteratively solve for the nonce to validate exchanges for rewards. 

Protocol. A coded set of rules or procedures. 

Smart contracts. A dynamic, open-ended mechanism that provides for coded sets of rules for a specific use case on a 

distributed ledger technology network (a type of protocol). 

Soft fork. A change to a blockchain network's protocol that is backward compatible (i.e., doesn't result in two 

blockchain networks or forced upgrades). 
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Stablecoin. A cryptocurrency pegged to the value of a fiat currency such as the dollar, backed by traditional assets 

(e.g., fiat currency or commodities) or algorithmically attached to digital assets that are automatically bought and sold 

in order to maintain a stable value.  

Staking. The process of committing digital assets to a protocol on a distributed ledger technology network to either 

actively or passively participate in return for rewards. 

Tokenization. The process of creating a digital token on a distributed ledger technology network. 
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